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Foreword

There can be no doubt that in today's rapidly evolving technological landscape,
electronic communications play a vital role in connecting individuals, businesses, and
communities across Ireland. As the regulator for the communications sector, ComReg
strives to ensure the electronic communications markets operate in the interest of all
end-users — especially vulnerable users — and to incentivise efficient investment where
competition may be insufficient.

This document sets out our high-level strategic intents for the electronic communication

sector and our programme of work over the next two years. The Strategy reaffirms the
vision, mission, and values we set out in Five-Year ECS Strategy 2021-2026, with an
emphasis on the importance of connectivity, network security and the need for continued
high-quality investment.

Connectivity is at the core of the telecommunications industry, and the widespread
adoption of digital technologies has increased the demand for reliable and high-speed
internet services. As such, the industry must continue to invest in infrastructure and
technologies that enable seamless connectivity for all users, regardless of their location
or device. Investments in new networks, technologies and solutions, are leading to
greater choice for consumers and an overall improvement in service quality.

With advancements in technology, consumers are more empowered than ever before,
and it is crucial that they are well-informed and protected from any potential harm. The
telecommunications industry must take a proactive approach to consumer protection,
ensuring that fair and transparent practices are in place to safeguard the interests of all
users.

As the sector continues to evolve, it is imperative that the regulatory framework is not
seen as a barrier to innovation but rather a necessary component that fosters trust and
stability in the market.

An effective strategy is not created in a vacuum, and we would like to thank our
stakeholders for their active engagement in the development of this Strategy. We look
forward to continuing this dialogue and progressing our vision for the sector. The Irish
electronic communications sector is at an exciting juncture, and there are many
opportunities ahead. We look forward to working with all stakeholders as the sector
evolves in the years to come.

Robert Mourik Garrett Blaney

Chairperson Commissioner
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Executive Summary

The electronic communications sector plays a vital role in supporting consumers and
businesses to live, work and communicate as our society and economy adapts to the
changing world around us. In 2022 Irish consumers spent over €3.5 billion in the
communications market and consumed over 8 billion gigabytes of data as they availed of
a range of products and services including home broadband and mobile phone services.

Electronic Communications Services (‘ECS’) and Electronic Communications Networks
(‘ECN’), together referred to as ‘the ECS sector’, play an important role in shaping our
economy and in enabling the digital economy. The European Electronic Communications
Code (‘EECC’ or ‘the Code’), the regulatory framework for the sector and a pillar of the
EU Digital Single Market initiative, sets out a number of regulatory powers and tools for
regulating the ECS sector.

The Role of ComReg

The Commission for Communications Regulation (‘ComReg’) is the statutory body
responsible for the regulation of the ECS sector (including telecommunications, radio
communications, broadcasting transmission and premium rate services) and the postal
sector in Ireland. We have a wide range of responsibilities in the sectors we regulate and
operate under Irish and EU legislation in these areas.

While the role of regulation has changed over the last 20 years, the basic tenet of
regulation remains the same — to facilitate competition principally through the
regulation of network access where bottlenecks exist, to protect consumers and to
encourage innovation in the sector. Our role therefore involves dealing with complex
issues of law, economics, and technology, and ensuring that our decisions are timely,
taken fairly and are clearly explained.

Our Strategy

Under the Communications Regulation Act 2002 (as amended), ComReg is obliged to
publish a Strategy Statement document every two years. In 2021 we adopted a five-year
perspective when developing our strategy for the period 2021-2026 (‘Five-Year ECS
Strategy 2021-2026’). This five-year time horizon allows us to focus on medium-term
developments and innovations that will shape the role of regulation in the future.

Our Five-Year ECS Strategy outlined our Vision, Role, Mission and Strategic priorities,
including our Goals, for the period 2021-2026.

This document, our ECS Strategy Statement for 2023-2025, acts as a mid-term review of
our Five-Year ECS Strategy, setting out the various projects and programmes of work
that we will undertake to implement the final two years of our Five-Year ECS Strategy.
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Our vision for the communications sector for the next five years

Our vision is of a communications sector where consumers and businesses in Ireland
have affordable, high-quality, and widespread access to secure communications
services and applications that support their social and economic needs.

Our role and mission

Both our role and our mission set out the contribution that ComReg makes toward
achieving our vision for the communications sector. As an economic regulator, our role is
to ensure that communications markets operate in the interests of end-users and
society. Ensuring a well-regulated market is one of the most important tools in working
towards our vision of the communications sector.

Our mission is therefore that through effective and relevant regulation, we facilitate
the development of a competitive communications sector in Ireland that attracts
investment, encourages innovation, and empowers consumers to choose and use
communications services with confidence.

Context

As set out in our Five-Year ECS Strategy 2021-2026, there are a number of global and
macroeconomic trends that are likely to continue to shape the wider economy, industry,
and consumer behaviour over the coming decade. These include economic uncertainty,
digitalisation and sustainability. In addition, ComReg identified that there are a number of
relevant sectoral trends that will shape the sector over the coming decade.

ComReg’s Strategic Intent

The tools available to us to deliver our role and mission derive from our regulatory
powers. We have developed a statement of strategic intent, and goals that support the
strategic intent for the each of the following areas:

1. Competition & Investment: the electronic communications sector in Ireland is a
competitive sector that delivers efficient investment, innovation, and choice.

2. Consumer Protection: consumers can choose and use electronic
communications services with confidence.

3. Connectivity & Network Resilience: end-users have widespread access to high-
quality and secure communications networks, services, and applications.

4. Compliance and Enforcement: regulated entities comply with regulatory
requirements.

5. ComReg’s Organisation: we are an effective, agile, and relevant regulator.
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Chapter 1

1 Introduction

1.1

1.2

Electronic communications services (‘ECS’) — such as broadband, mobile, and the
fixed (home) telephone services — impact our lives in new ways every day. They
have become central to everything we do and how we do it. Innovation, new
technologies and digital services have transformed our social and economic lives.
From how we stay in contact with friends and family, how we consume our
entertainment, work or conduct our business, to how we interact with public
services (e.g. education and health), there is virtually no part of our lives that is
not potentially affected by our ability to connect digitally.

Over the last decade operators have invested heavily in ECS and electronic
communications networks (‘ECN’). Today the vast maijority of people in Ireland
can access a Very High-Capacity Network (‘WVHCN’) capable of delivering a
broadband service greater than 500Mbps’. Continued investment will deliver near
ubiquitous fixed VHCN coverage. Additional investment in mobile and wireless
network coverage will also provide greater access to 5G services across the
country.

1.1 Our Operating Environment

1.3

1.4

Established on 1 December 2002, the Commission for Communications
Regulation (ComReg) is the statutory body responsible for the regulation of the
ECS sector? and the postal sector in Ireland. We have a wide range of
responsibilities in the sectors we regulate and operate under Irish and European
Union (‘EW’) legislation in these areas. This Strategy Statement relates to the
regulation of ECN and ECS®.

The economic characteristics of the various retail and wholesale ECS markets are
fundamental to the dynamics in the overall sector. For example, the commercial
nature of private investment may mean that high-quality ECNs are only rolled out
in certain areas (e.g. urban areas) while in other areas (e.g. rural areas) the
quality of basic networks may not be maintained where costs are higher.

" For the purposes of this document, VHCN refers to networks that offer download speeds in excess of 500Mbps.

2 Including telecommunications, radiocommunications and broadcast transmission services.

3 This Strategy Statement relates to the regulation of ECN and ECS. ComReg publishes a separate Postal Strategy
Statement every two years.
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1.5 These economic characteristics and market failures impede the ability of the
competitive process to yield welfare optimal outcomes. The objective of economic
regulation in the ECS sector is to attempt to correct or compensate for market
failures through the appropriate interventions. Many of ComReg’s statutory
functions and legal powers map back to an underlying market failure.

1.6 ComReg uses its various legal powers to regulate the activities and behaviours of
relevant industry players operating in Ireland. These industry players include
service providers offering wholesale and/or retail services in the ECS sector.*

1.7  There are a number of other key groups, organisations and bodies who play a role
in the development of the ECS sector in Ireland, including:

‘End-Users’, including Consumer and Business users of retail ECN / ECS.
ECN / ECS Service Providers and Investors in the Irish market.
Representative Groups, including consumer and industry groups.

Government, the Department of Environment, Climate and Communications
(‘DECC’), other public bodies, and regulators of other sectors.

The Competition and Consumer Protection Commission (‘CCPC’) and other
economic regulators through the Economic Regulators Network (‘ERN’) °.

Agencies and Bodies of the EU, including the European Commission and
Body of European Regulators for Electronic Communications (‘(BEREC’).

Other international bodies, such as the European Conference of Postal and
Telecommunications Administrations (‘CEPT’) and the International
Telecommunications Union (‘ITU’).

1.8 In preparing this Strategy, ComReg has been mindful of the various behaviours,
policies, plans, agendas, and proposals of these stakeholders, including:

Consumer behaviour regarding the adoption, selection and use of ECS, ECN
and related technologies and services.

Investment plans and proposals published by Industry.

4 ComReg maintains an electronic register of ‘Authorised Undertakings’ and ‘Premium Rate Service” providers on its

website.

5 The Economic Regulators Network is composed of the Competition and Consumer Protection Commission (‘CCPC’),
Commission for Regulation of Utilities (‘CRU’), Coimisiun na Mean (‘CnaM’), Central Bank of Ireland, National
Transport Authority (‘NTA’) and ComReg.
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¢ Relevant plans, proposals, policies, and strategies put forward by Government
and strategies/policies put forward by other public bodies.

¢ Plans, Consultations, Best Practice Guidance and Common Opinions put
forward by EU bodies and agencies, other international bodies and agencies,
and economic regulators in other sectors.

1.2 Our Role and Mission

1.9

1.10

1.11

As an economic regulator, our role is to ensure that communications markets
operate in the interests of end-users and society.

Our mission is that through effective and relevant regulation, we facilitate the
development of a competitive communications sector in Ireland that attracts
investment, encourages innovation, and empowers consumers to choose and use
communications services with confidence.

In order to be effective as an economic !
regulator, it is important that stakeholders have ComReg’s Values

confidence in our ability to discharge our e Integrity
functions independently and based on quality e Impartiality
evidence and analysis, that we are not biased o Effectiveness
towards any market participant and that we do e Excellence
not suffer from so-called “regulatory capture”. » Transparency

Our values enable stakeholders to have this confidence.

ComReg’s Role and Mission

ComReg’s role is to ensure that communications markets operate in the
interests of end-users and society.

Through effective and relevant regulation, we facilitate the development of a
competitive communications sector in Ireland that attracts investment,
encourages innovation, and empowers consumers to choose and use
communications services with confidence.

1.3 Our Vision

1.12

At the beginning of this decade, it would have been difficult to predict the scale of
the transformation of the sector, as well as the impact that global challenges -
such as the Covid-19 pandemic and the war in Ukraine - would have on the
communications sector. Similarly, looking to 2030, it is impossible to foresee all of
the technological and social innovations that will shape the way we live and work.
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1.13 We have adopted a vision for the communications sector. Our vision - where
consumers and businesses have affordable, high-quality, and widespread access
to secure communications services and applications that support their social and
economic needs — cannot be achieved in isolation; we recognize that a
combination of Government policy interventions, regulatory interventions, and
industry actions will be required. However, we believe that our strategy should be
guided by a vision of the outcome which we aim to help to bring about.

Our vision for the communications sector

Consumers and businesses in Ireland have affordable, high-quality, and
widespread access to secure communications services and applications that
support their social and economic needs.

1.4 Our Strategy

1.14 ComReg’s Strategy has been informed by its understanding of the key trends and
challenges facing the sector over the period 2021-2026, the changing regulatory
context and legal framework, and our engagement with key stakeholders.
ComReg decided to adopt a five-year perspective when developing this electronic
communications strategy for the period 2021-2026, allowing focus on medium-
term developments and innovations shaping the role of regulation in the future.
Under the Communications Regulation Act 2002 (as amended), we are obliged to
publish a Strategy Statement document every two years. This document acts as
our Electronic Communications Strategy Statement for 2023-2025 and
incorporates a mid-term review of our Five-Year ECS Strategy set out in 2021.
This structure is graphically represented in Figure 1 below.

Figure 1: ComReg’s Five Year ECS Strategy

Programme of Work

Strategic Priorities

Regulatory
Toolkit

' Five Year ECS Strategy
Vandate

Set out in Legislation
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1.15 The tools available to ComReg to deliver on its mandate and vision for the sector
derive from its regulatory powers. These can be summarised into four main
categories: promoting effective competition, facilitating investment,
protecting consumers, ensuring widespread connectivity, and ensuring that
regulated entities comply with the rules. Our ability to use these tools depends
on the skills and resources of our organisation. For each of these areas, we
have developed a statement of strategic intent, and goals that support the
strategic intent (set out in Table 1 below). The relationship between the tools at
our disposal and our role and mission is captured in our strategic framework
which is illustrated in Figure 2 below.

Table 1 — ComReg’s Strategic Intents

ComReg’s Strategic Intents (Sl)

Sl 1: Competition & | A competitive sector that delivers efficient investment,

Investment innovation, and choice
S| 2: Consumer Consumers can choose and use electronic communications
Protection services with confidence

S| 3: Connectivity & | End-Users have widespread access to high-quality and
Network Resilience | secure communications networks, services, and applications
Sl 4: Compliance &
Enforcement

Regulated entities comply with regulatory requirements

Sl 5: Organisation We are an effective, agile, and relevant regulator

Figure 2: ComReg’s Strategic Framework

Vision Mission Role OUR DIRECTION
Competition & Connectivity & Protecting and
Investment Network Resilience Informing THE TOOLS AT
Consumers OUR DISPOSAL

Compliance and Enforcement

Effective A deep Robust data HOW WE
Stakeholder understanding of analysis SUPPORT OUR
Engagement markets ROLE

An agile, skilled, and motivated organisation

Integrity Impartiality Effectiveness Excellence Transparency OUR VALUES
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Chapter 2

2 The Context of our Strategy

2.1 This chapter provides an overview of the economic and legal context within which
ComReg prepared its Five-Year ECS Strategy, along with an overview of the
various trends and challenges that will impact the sector and the nature of
regulation over the period covered by this Strategy. A complete analysis of the
context and trends is set out in the Appendix document (ComReg Doc 23/34a).

2.1 Economic Context

2.2  The electronic communications sector is affected by developments in the wider
economy. The Covid-19 pandemic rapidly accelerated digitalisation and increased
the use and reliance on ECS and ECN across sectors. Since then, geopolitical
events and high levels of inflation have made the medium-term outlook for the
Irish economy uncertain. The small, open nature of Ireland’s economy also means
that other international developments and the development of the global economy
can significantly impact our economy.

2.3  Therefore, current economic uncertainty, rising interest rates and higher inflation
globally may impact the Irish ECS sector and its consumers, for example through
higher prices, and also if investment plans are affected. The economic
characteristics of ECS markets are fundamental to the dynamics in the sector.
Analysis of these characteristics can be found in ComReg document 21/70.

2.2 Legal Context

2.4 ComReg’s remit and powers allow it to intervene in various ECS markets (as
appropriate) to help ensure that these markets operate efficiently, in the interests
of society and end-users. While the fundamental rationale for regulation remains
unchanged, the scope of the regulatory remit and the legal framework continues
to evolve alongside these markets and technologies.

2.5 For further detail on the Irish and EU legislation that governs ComReg’s activities,
visit comreg.ie/about/legislation
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2.2.1 The European Electronic Communications Code

2.6

2.7

2.8

On 17 December 2018, the European Parliament adopted the European
Electronic Communications Code Directive® (the ‘EECC’ or ‘the Code’), which
provides a new legislative framework for ECS markets. The EECC has four stated
objectives - promoting competition; contributing to the development of the internal
market; promoting the interests of EU citizens; and promoting the widespread
access to, and take-up of VHCN - both fixed and wireless.

The emphasis on connectivity in the EECC is reflected in ComReg'’s strategy and
broadly aligns with ComReg’s vision for the sector: that consumers and
businesses in Ireland have affordable, high-quality, and widespread access to
secure communications services and applications that support their social and
economic needs.

Transposition of the Code in Ireland is being completed by way of both primary
legislation and secondary legislation, specifically the Communications Regulation
and Digital Hub Development Agency (Amendment) Act 2023 (enacted on 2
March 2023) and the European Union (European Electronic Communications
Code) Regulations 2022 (S.I. No. 444 of 2022) (published 12 September 2022)."3
Both these pieces of legislation are expected to be commenced on the same date,
together with three supporting statutory instruments (which are currently in
development) that are required for the proper functioning of the principal
legislation.

2.3 Trends and Challenges

29

The development of the electronic communications sector is shaped by different
social, economic, legislative, and technological forces. Some of these forces have
a positive impact on markets, acting as catalysts for the advancement of
technology and digital inclusion, while others present challenges. In ComReg
document 21/70 (ECS Strategy Statement for 2021-2023), ComReg identified a
number of principle trends that are likely to shape the sector and pose regulatory
challenges over the period covered by this Strategy. These trends include:

e Connectivity, Network Rollout & New Technologies.
e Consumer Experience.

e The Evolution of Adjacent and Related Markets

e The Future of Regulation in the Sector

6 Directive (EU) 2019/1972 of the European Parliament and of the Council of 11 December 2018 establishing the
European Electronic Communications Code.
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2.10

2.3.1

2.1

212

213

2.3.2

214

2.15

These trends are summarised below and discussed in more detail in the Appendix
document (ComReg Doc 23/34a).

Connectivity, Network rollout and New Technologies

The deployment of high-speed ECN is playing an increasingly important role
across the country over the period covered by this Strategy, enabling innovation
and further digitalisation across different sectors of Irish society.

Between 2016 and 2021, commercial network operators invested over €3.9 billion
in expanding the reach of their fixed and mobile networks,” centred around the
roll-out of fibre network technologies and expanding coverage of 5G networks.
Despite these advances, commercial realities mean that rollout may not occur in
sparsely populated rural areas. The Irish Government, through state-aid
intervention via National Broadband Ireland (‘NBI’), is investing in FTTH
broadband access for premises in these sparsely populated rural areas. In
addition, it is expected over the period of this strategy that the switch off of legacy
networks, such as the fixed copper network and 3G mobile networks, will advance
as high-speed ECN get rolled out.

In addition to ensuring coverage and reliability, a key consideration regarding
future networks and connectivity will be improving security and reliance. Network
security depends not only on technical security features, but also on the design,
implementation, and operation of the network.

The Consumer Experience

The development of networks and the adoption of new technologies have enabled
people to connect in new ways. Consumers’ reliance on ECN and ECS to carry
out various social and economic-related activities accelerated with the growth of
remote working and greater use of video-calling applications. Online activities
(including remote working) are also becoming more important for enterprise, and
digital services such as e-Government, e-learning, and cloud storage are
becoming increasingly popular.®

However, the pattern of network rollout across the country, as well as varying
levels of technology adoption across demographics, means that consumer
experiences in the sector are not uniform. In addition to differing levels of
connectivity between urban and rural areas, the use and take-up of ECN / ECS
also varies across demographic groups. These factors, among many others,
influence consumers’ access to telecom goods and services as well as
consumers’ confidence to choose and use these services.

7 Eurostat
8 Central Statistics Office, (2019), Information Society Statistics — Household
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2.16

2.3.3

217

2.34

2.18

219

ComReg has a role to protect consumers’ rights and to prevent operators from
exploiting consumers in the ECS markets. ComReg closely monitors the
experience of consumers, including the experience of consumers who engage
with their service provider to sign-up for services, raise queries or resolve
complaints. This work informs our overall view of the consumer experience, as
well as providing context to this ECS Strategy Statement.

The Evolution of Adjacent and Related Markets

As markets relevant to the regulation of ECN / ECS evolve, the lines between
them blur and change the industry’s structure and competitive landscape. Due to
these changing dynamics, effective regulation will require an understanding of the
complex eco-system of related markets and the role of electronic communications
as an enabler of innovation in these markets. As such, ComReg monitors
developments in the wider value chain, i.e., input markets, complementary
markets, and downstream markets.

The Changing Future of Regulation in the Sector

The final key trend relates to the range of developments in regulation that will
arise during the period covered by this strategy statement. Several legislative
changes and developments are anticipated to take place over the coming years
that will likely impact ComReg’s role and mandate, concerning the following
areas:

e ComReg’s consumer protection mandate

e Cybersecurity strategy for the digital decade
e Broadband cost reduction

e Privacy and electronic communications

e Market surveillance

The EC has set out a number of initiatives related to the ECS sector. New rules
concerning the digital economy aim to better protect consumers online and to
foster innovation, growth and competitiveness in the European single market. The
EC has also emphasised the importance of an environmentally sustainable digital
sector and will consider measures to improve the circular economy performance
of the digital sector as well as its energy efficiency.®

¢ Communication from The Commission to The European Parliament, The European Council, The Council, The
European Economic and Social Committee and The Committee of The Regions. The European Green Deal
COM/2019/640 Final
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Chapter 3

3 Competition and Investment

3.1 Introduction

3.1 ComReg's first high-level strategic intent is that the electronic communications
sector in Ireland is a competitive sector that delivers efficient investment,
innovation, and choice. This chapter sets out the goals associated with this
strategic intent.

3.2 ComReg's regulatory actions play a key role in continuing to facilitate competition
and in encouraging efficient investment across Ireland (see Figure 3 below).
ComReg's guiding principle here is that when markets are effectively competitive,
consumers and society benefit from optimal outcomes in terms of investment,
price, quality and choice.

Figure 3: Regulation enables Competition and Investment

r Input
\EILES

Market Most Upstream
Monitoring Wholesale Market
. .
Insights * }» Innovation

Choice
Retail Markets J

3.3 The tools that ComReg has at its disposal to promote effective competition and
facilitate investment include: setting the regulated cost of capital for electronic
communications and broadcasting markets, sending appropriate build-or-buy
signals to encourage deeper network competition, as well as the allocation and
assignment of spectrum and numbering resources.

Adjacent \
\EILES

Investment

Data Analysis
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3.4

To date, ComReg's decisions have created and maintained a competitive
incentive for operators to invest in new networks and to upgrade existing ones.
However, the ECS sector is continuing to evolve, which means that regulating this
market is a dynamic process. ComReg is meeting this challenge through
continuous monitoring, updating and adjustment of its approach. The scope of
such regulation should reduce over the long term as sustainable competition
becomes entrenched.

Strategic Intent 1: A competitive sector that delivers efficient investment,

innovation, and choice.

What does this e There is clear evidence of:
look like? - Sustainable competition over time

- Innovation in electronic communications and in
related markets, and
- Consumers exercising choice
e |Infrastructure coverage that enables all end-users to
participate in the digital society
e Wholesale ECN / ECS that meet market demand
e Regulatory certainty allows for efficient investment
e A sector that is attractive to investors

3.2 Fixed and Mobile Markets

3.5

3.6

Ireland's retail ECS markets are national in nature with multiple Service Providers
offering a range of ECS that are often bundled with services sold in adjacent
related markets (e.g. TV broadcasting).

The degree of competition in the retail ECS markets depends primarily on the
nature of competition in the upstream wholesale markets that underpin the retail
ECS sector. The upstream wholesale market itself depends on the ability of
operators to deploy and sustain competing networks. While the level of network
competition is changing as new technologies are deployed, the geographic scope
of network competition is likely to be limited to more densely populated areas over
the next five years. Population density is the key driver of average network
deployment costs; in denser areas it is more economical to deploy networks with
the cost per premises/person covered being lower than in less densely populated
areas.
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3.2.1

3.7

3.8

3.9

3.10

3.11

ECN / ECS and the competitive landscape of Ireland

As noted above, the more densely populated regions of Ireland have benefited
from investment in networks driven by competitive forces, resulting in these areas
being well-served by ECN. In some of these well-served areas. competitive forces
may be strong enough such that ex-ante regulatory intervention is no longer
required.

Outside of these competitive areas, there will likely remain a need for ex-ante
regulation as lower population densities and higher network deployment costs
mean that competitive forces are not as strong. In these areas, regulation ensures
that the incumbent operator maintains its network to an adequate standard and
grants wholesale access to other service providers.

In those areas of Ireland that are either remote or that have a very low population
density, some ECN / ECS services are still not available. Of particular note are the
¢.560,000 premises identified in the National Broadband Plan (‘NBP’) that did not
have access to a quality broadband service (with download speeds greater than
30Mbps). The Irish Government, through state-aid intervention via NBI, is
investing in providing ‘FTTH’ broadband access for these (primarily rural)
premises that will provide broadband services with speeds in excess of 500Mbps.

Mobile and wireless network operators have also typically focussed network
rollout in areas of greater population density and then later expanded network
coverage along transport infrastructure routes and into more sparsely populated
areas, although not as quickly nor with the same density as in more populous
areas.

Developments in related markets are also important. Investment and innovation
are expected to come not only from traditional ECN / ECS operators in fixed and
mobile markets, but also from other operators, including Number Independent
Interpersonal Communications Services (“NIICS”), more commonly known as
Over The Top (“OTT”) service providers'’. Innovations in other markets (e.g.
digital markets and mobile handset markets) can also often lead to changes in the
competitive dynamics of the sector.

'9In this document, where ComReg refers to OTT service providers, this includes Number Independent Interpersonal
Communications Services (“NIICS”)
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3.2.2 Competition on fixed networks

3.12

3.13

3.14

Competition involving fixed networks can be thought of as a continuum between
service-based competition and infrastructure-based competition''. Pure service-
based competition is where entrant operators utilise or resell the network of
another operator to supply their own services, without making infrastructure
investments of their own. Pure infrastructure-based competition is when operators
rely entirely on their own infrastructure and not on inputs supplied by other
operators. In practice, the majority of operators are somewhere in between, using
a mix of their own infrastructure and rental access to others’ networks. In addition,
some operators will decide to only offer services on a wholesale basis to other
operators, and not to enter into retail markets at all.

Over the last decade or so, Eircom has been upgrading its legacy copper network
with fibre technology. Initially these upgrades were largely fibre to the cabinet
(‘FTTC’) technology but increasingly Eircom has been deploying FTTH over both
its legacy copper and FTTC networks. Eircom's fibre network (FTTC and FTTH)
now passes about 2 million premises, serving approximately 840,000
subscribers 2.

Eircom is facing increasing infrastructure competition from a number of other
operators across parts of Ireland:

¢ Virgin Media’s network passes 965,000 premises with 382,600 broadband
subscribers in mainly urban areas (Q4 2022). Its network is mainly a Data Over
Cable Service Interface Specification (‘DOCSIS’) network which, in 2020, was
upgraded to DOCSIS 3.1, allowing it to deliver speeds on par with FTTH
networks. In late 2021 Virgin Media also began upgrading its DOCSIS network
with FTTH. Virgin Media is in the process of entering the wholesale market and
opening up its network to other operators ™.

e SIRO is continuing to deploy its FTTH network which has now passed about
475,000 premises and counting. SIRO's network covers smaller urban areas
that are mostly outside of the Virgin Media footprint'“.

e NBI is committed to deploying FTTH to pass 560,000 premises in rural areas
with poor ECN coverage. To date NBI has passed ¢.120,000 premises’®.

In many cases, an operator may use a variety of wholesale products in different areas to provide national coverage.
This could include rolling out their own network assets in one area (e.g. FTTH), investing in network backhaul to avail
of wholesale unbundled products (e.g. Virtual Unbundled Access) in another area, and buying wholesale bitstream
products in another part of the country. In addition, some operators decide to offer only wholesale services, or
business-only services (e.g. connections with dedicated capacity).

2 Eircom Group Results for the third quarter FY22 to 30 September 2022

'3 Liberty Global Full Year 2022 Results

4 https://siro.ie/. Accessed on 15" March 2022

5 NBLl.ie Accessed on 15" March 2022
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3.15 Eircom also faces competition from BT, Vodafone, Sky, and a variety of other
players (including fixed wireless operators) who have made varying levels of
infrastructure investment, in large part due to the availability of wholesale access
products mandated through Significant Market Power (‘SMP’) regulation.

3.16 By Q4 2022, 89.3% of all fixed broadband subscriptions were at least 30Mbps, by
sold download speed’®. On the basis of the proposed NBI rollout and the various
rollout plan announcements, it is possible that the vast majority of households and
businesses in Ireland will have access to high-speed broadband by the end of
2026 (30Mbps or greater download speeds).

3.2.3 Competition on mobile networks

3.17 There are three main sources of competition in the retail mobile market, as set out
in Table 2 below.

Table 2 — Competition in the Retail Mobile Market'’

Mobile Network Mobile Virtual Network MNO Sub-Brands

Operators (MNOs) Operators (MVNOs)

Competition Network-level Service-based A sub-brand is
type competition: each competition: MVNOs typically part of a
operator obtains purchasing capacity commercial strategy
spectrum rights and from an MNO, instead of | pursued by an MNO to
builds a mobile building their own address and serve
network to provide mobile access network segments that cannot
services. (base station be reached with the

transmitter, antenna and | MNO’s main brand.
associated backhaul)

Operator/brand | Eircom Lycamobile Gomo (Eircom)
Three Ireland Post Mobile 48 Mobile (Three)
Vodafone Ireland Tesco Mobile Ireland Clear Mobile
Virgin Mobile (Vodafone)

3.18 Network sharing arrangements between two or more network operators are also a
factor when considering network-level competition. The main potential benefit for
mobile operators from network sharing is the reduction of cost’® and more efficient
use of spectrum. On the downside, there may be a risk of a diminution of
competition if operators lose control over some network operations and strategic
technology choices.

6 ComReg QKDR Q4 2022,

7 Cubic Telecom is headquartered in Ireland, but does not operate as an MVNO in Ireland, and relies instead on
roaming agreements for its Irish connectivity

8 Communities can also be favourable to sharing arrangements as it can reduce the number of cell-sites required to
provide service or they get access to connectivity sooner due to reduced network deployment costs for the operators.
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3.19 The rollout of 5G services in Ireland is well underway with the mobile operators
having launched their 5G services between 2019 and 2021. Although 72% of all
households in Ireland are covered by a 5G network, rural areas have yet to see
significant 5G deployments with 35% of rural households covered by a 5G
network'®. The capacity and coverage of 5G networks will improve as spectrum in
the Multi Band Spectrum Award 2 (‘MBSAZ2’) is released”’. On the 19 January
2023 ComReg completed MBSAZ2 and issued Liberalised Use Licences to each of
the four Winning Bidders (Eircom, Imagine, Three and Vodafone). Each of these
licences came into effect on 20 January 2023 and will expire on 13 February
2042. Completion of the MBSA2 award has released 470 MHz of harmonised
spectrum rights in the 700 MHz Duplex, 2.1 GHz, 2.3 GHz and 2.6 GHz Bands.
This represents a 46% increase in the harmonised spectrum assigned for the
provision of wireless broadband services. The release of the 700 MHz band in
particular is likely to improve both urban and rural 5G coverage.

3.20 In addition, the investments made in mobile networks, to date, have allowed
mobile voice and data networks (such as 4G) to be rolled out to areas currently
underserved by fixed networks. All MNOs now claim to have at least 98% 4G
population coverage. While Ireland ranks above average among EU Member
States in terms of 4G population coverage,?’ there are still geographic areas
unserved by 4G networks, primarily due to these areas not being economically
viable to serve.

3.2.4 The state of competition in retail markets

3.21 Figure 4 below shows the level of market concentration in retail fixed broadband,
fixed voice, and mobile markets (excluding mobile broadband and M2M). The
graph uses the Herfindahl-Hirschman Index (‘HHI')?. The higher the market's
concentration (suggestive of weaker competition), the higher the HHI.

© DESI https://digital-agenda-data.eu, 2022 data

2 For complete details of this award please see ComReg’s website: https://www.comreg.ie/industry/radio-
spectrum/spectrum-awards/proposed-multi-band-spectrum-award/

21 DESI - Connectivity

22 This is a common measure of market concentration used to analyse market structure. It is calculated by squaring
the market share of each firm competing in a market and summing the resulting numbers. The higher the number the
more concentrated the market, with a pure monopoly having a HHI of 10,000. A market split exactly five ways would
have a HHI of 2,000
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3.22

3.25

3.23

Figure 4: Retail Concentration (HHI), 2013 — 2022%
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In the broadband market, the continued decline in retail market concentration is
indicative of increased retail competition as increasing levels of infrastructure-
based competition take hold. The fixed voice market has also seen a decline in
retail market concentration since 2013, however, this trend does not appear to
have continued up to 2022. The Irish mobile market has been a three MNO
market since the merger of Hutchison 3G and Telefénica O2 in 2014. Although a
number of MVNOs and sub-brands provide additional competitive pressure, this
market remains the most heavily concentrated market within the sector.

Investment in ECN / ECS

Private investment in the sector increased over the period 2015 to 2021, totalling
€4.5 billion (see Figure 5 below). The trend depicts steady or slightly increasing
investment as a percentage of overall industry revenue, averaging approximately
16% over the period.

Figure 5: Investment in ECN / ECS (Ireland, € million)?*
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23 ComReg QKDR Q4 2022,
24 Eurostat and ComReg Quarterly Key Data Report
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3.3 Competition & Investment

3.3.1

3.24

3.25

3.26

3.27

3.28

Retail Competition

ComReg’s goal regarding retail competition is that
there should be effective and sustainable

competition in retail ECS markets. There is effective and
sustainable competition
ComReg's approach to the regulation of retail ECS in retail ECS markets.

markets continues to be the imposition of upstream
wholesale access obligations, where one or more downstream retail markets are
unlikely to become effectively and sustainably competitive without some
regulatory intervention.

Through ComReg's use of regulatory tools which identify and address market
failures, Ireland has seen a steady decline in regulation of retail ECS markets over
the last decade.

ComReg considers it important to monitor the effectiveness of competition not
only in the regulated markets themselves, but also in other related markets within
the wider ECN / ECS eco-system. By doing so ComReg can build an
understanding of why markets may not be working well for end-users. This allows
ComReg to target regulatory interventions across the breadth of its functions.

ComReg has a number of projects underway/planned that will enable a better
understanding of markets in the wider ECN/ECS eco-system. These include:

e Monitoring retail ECS and relevant OTT Markets — ComReg will continue to
monitor developments in retail ECS markets and relevant OTT markets to
ensure these markets operate effectively and meet consumer needs

« Monitoring key related/adjacent Markets — ComReg will continue to monitor
key related/adjacent markets as these have the potential to have disruptive
effects on ECS markets.

e Monitor the evolution of network demand - ComReg will continue to
monitor how network demand evolves as new technologies, new networks
and new use cases (for both consumers and enterprise) emerge.
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3.4 Wholesale Markets and Access Regulation

3.29

3.30

3.31

3.32

3.33

3.4.1

3.34

Wholesale access markets can be subject to a variety of market failures. These
market failures can produce persistent bottlenecks and barriers to entry which can
undermine effective retail competition and dampen incentives to investments in
ECS/ECN. Therefore, ComReg’s goal in the context of wholesale market
regulation is that there is effective and sustainable competition as far as is
possible in wholesale markets, in the light of persistent bottlenecks and

barriers to entry. ‘Goal12

One key market failure that is of particular There is effective and
importance is when an operator might possess sustainable competition as
Significant Market Power, i.e., the ability to far as is possible in
operate without constraint from competitors. wholesale markets, in the
When left unchecked, SMP can lead to high light of persistent

prices, poor quality of service, delayed or loss of | bottlenecks and barriers to
investment/innovation or the slower entry or entry.

expansion of competitors in ECS markets.

ComReg has a number of regulatory tools at its disposal to address market
failures and other issues that may arise in wholesale markets, to ensure these
markets deliver innovation and choice to consumers. These tools include:

e Access obligations via the SMP Framework,
e Ex-Post Competition Law, and
¢ Provisions in the EECC to encourage efficient investment

The above toolkit is complemented by ComReg’s other tools used to enhance
connectivity and its various consumer protection, dispute resolution, and
enforcement powers.

ComReg’s objectives are to impose regulation only in those markets where
competition is not likely to be effective, and to address competition concerns at
the most upstream level possible. This typically involves regulation aimed at
addressing issues at the wholesale rather than the retail level.

Access Regulation — the SMP Framework

Where an operator is identified as having SMP, ComReg may impose a range of
regulatory obligations, including those relating to access, pricing, non-
discrimination, and transparency.
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3.35

3.36

3.37

3.38

Where SMP regulation is implemented, ComReg focuses on imposing obligations
that encourage both infrastructure and service-based competition by enabling new
entrants and smaller operators to compete on a level playing field with the SMP
operator. ComReg’s favours greater infrastructure-based competition as this
enables the development of more effective and sustainable competition and
greater levels of investment in ECS/ECN.

ComReg is required to undertake a review of various regulated markets every five
years. ComReg plans to continue to monitor the various markets set out in Table
3 below and to undertake market reviews where necessary. In addition, ComReg
can bring forward a formal market analysis in the case of a significant change -
such as merger or acquisition that could fundamentally alter the nature of
competition in relevant wholesale and downstream markets. Market analysis in
these cases would seek to re-assess competition and look for any potential
market failures.

As noted in Table 3 below, ComReg has not previously conducted a review of the
market for Physical Infrastructure Access (‘PIA’) in its own right, mandating
instead access to Eircom’s duct and poles as a remedy for Wholesale Local
Access (‘WLA’). In 2023 ComReg expects to complete its review of the market for
PIA.

PIA is the most upstream market that could potentially be regulated and therefore
this may afford the possibility of further de-regulation downstream. The use of PIA
by other operators provides a high degree of control over their product features
and technology choices, for example, in comparison to the use of virtual
unbundling. This has the potential to increase the dynamism of competitive forces.
The use of PIA by other operators provides a high degree of control over their
product features and technology choices when compared to other solutions such
as the use of virtual unbundling. This has the potential to increase the dynamism
of competitive forces.
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Table 3: Completed/Proposed Market Reviews

Review Completion
Date

Market Current Review

In February 2022, ComReg further consulted on a proposal to fully de-regulate the retail access
market and the wholesale market.?® This culminated with a June 2022 decision (D05/22) to fully
de-regulate these markets.

The review of Fixed and Mobile Termination markets is ongoing, with ComReg publishing a
consultation in Q4 2022 (ComReg doc 22/87) in which it proposed to remove regulation from these
markets. In February 2023, ComReg notified its draft decision to the EC (ComReg doc 23/17) with
the EC having no comments on this. A final decision was adopted and published in April 2023
(ComReg doc 23/33).

The review of the PIA market is ongoing, with ComReg publishing a consultation in January 2023
(ComReg doc 23/04) in which it proposed to regulate this market. A final decision on this review
will be adopted at least in parallel with the WLA and WCA markets in Q4 2023.

In line with the commitment given in its 2018 Decision, in January 2021 ComReg consulted on a
proposed further de-regulation of the WCA market. A final decision was adopted in November
2021 (D10/21). A full market review of the WLA and WCA markets is underway, with ComReg
publishing a consultation in January 2023 (ComReg doc 23/03) in which it proposed to fully de-
regulate the WCA market and partially regulate the WLA market. A final decision will be adopted
2023 in parallel with the PIA review above.

ComReg is continuing to collect data, as part of its ongoing monitoring of this market. This should
enable a timely review of this market as part of the next market review 5-year cycle. A consultation
on this market review is expected in Q4 2023.

In February 2021 ComReg updated its 2013 decision on the Broadcasting Transmission Services
markets (ComReg doc 21/14), which continues to regulate RTE / 2RN. ComReg will continue to
monitor developments in these markets, including the evolution of retail broadcasting

% This followed an earlier consultation in June 2020 and a subsequent draft decision notified to the European
Commission in June 2021. The European Commission issued a withdrawal decision with respect to ComReg’s June
2021 draft decision.
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3.39

3.4.2

3.40

3.41

3.42

3.43

ComReg also intends to explore the opportunities afforded by various new
regulatory provisions set out in the EECC in an Irish context, as a complement to
the SMP framework. These include:

o Symmetric Access Obligations (Article 61 of the EECC) - Obligations to
provide ‘symmetric’ access to local facilities to avoid ‘inefficient’ duplication of
network assets. ComReg may impose access to wiring, cables, and
associated facilities inside buildings or up to the first concentration or
distribution point.

e Wholesale-only operators (Article 80 of the EECC) — To date no
wholesale-only operator has been found to have SMP in a regulated
wholesale market in Ireland. However, such operators are a key consideration
in assessing SMP in various wholesale markets.

Timely withdrawal of regulation

ComReg will seek to withdraw wholesale
regulation where it has either delivered effective m
competition in downstream retail markets or - -
where effective competition has developed in Sustainable and effective
wholesale markets. ComReg's goal in this com|.oet|t|on_can allow for
regard is that sustainable and effective the timely withdrawal of

competition can allow for the timely regulation.
withdrawal of regulation.

While the withdrawal of regulation from retail and downstream markets is
desirable, this process depends on the effectiveness of regulation in upstream
markets. ComReg has recently imposed proportionate remedies in wholesale
markets which we believe will increase the likelihood of this occurring. ComReg
has also deregulated some wholesale markets?® where sustainable and effective
competition can be found.

The EECC provides that ComReg should remove regulation in a way that
minimises disruption and must ensure that regulation does not continue for longer
than necessary.

ComReg intends to continue to monitor regulated markets to ensure remedies are
effective in addressing market failures and where possible to remove regulations
where no longer necessary.

% ComReg deregulated the Urban WCA Market in 2018 (D10/18) and 2021 (D10/21), the Zone B Ml WHQA Market in
2020 (D03/20), and the RFTS and FACO markets in June 2022
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3.4.3

3.44

3.45

3.46

3.47

3.48

Investment and Regulatory Certainty

ComReg recognises that unregulated ECN / ECS may not provide the right
incentives for investment. ComReg will therefore continue to employ measures
aimed at driving and safeguarding the competitive market process.

ComReg’s role is to facilitate innovation by creating a stable investment
environment and predictable regulatory regime, ensuring industry can develop
and grow new products and services.

Therefore, the first of ComReg’s two goals Goal 1.4
regarding investment and regulatory certainty is

that competitive incentives facilitate efficient Competitive incentives
commercial investment in new and existing facilitate efficient
infrastructure and services to the widest extent | commercial investment in
possible. existing and new

infrastructure and services
As newer fixed (e.g. fibre) and mobile (e.g. 5G) to the widest extent
networks get rolled out, other older ECN and possible.

technologies will diminish in their use and
importance, eventually leading to their eventual retirement and withdrawal.

In general, ComReg prefers infrastructure-based competition, based on inter-
platform competition as well as access-based competition at the deepest level
possible. At all times, ComReg’s pricing decisions aim to strike a balance between
the following:

e Encouraging investment in VHCN by the network operators. It is important
that regulated access prices are not set so low that investment that would
otherwise be commercially viable is choked off;

e Encouraging viable investment in own infrastructure by those who purchase
access from other networks, particularly those who use regulated access to
Eircom’s network;

e Ensuring that regulated prices reflect efficient practice and that excessive
recovery by the SMP operator does not happen;

e Ensuring that wholesale prices do not lead to price squeezes;
e Wholesale prices do not lead to excessive end user prices; and

¢ Wholesale prices ensure a timely and efficient migration to new infrastructure
over time.
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3.49

3.50

3.51

3.52

3.53

3.54

It is also important that there is reasonable certainty about the trajectory of prices
for all players, as far as possible. Insofar as existing price controls are concerned,
where there are prices directed as part of the price control (including maximum
prices), such prices will remain in place for the duration of the price control period,
unless ComReg intervenes where there are material changes or exceptional
circumstances.

ComReg will continue to analyse the relevant competitive conditions and monitor
the costs associated with Eircom’s FTTH network while noting that a review of the
wholesale pricing of Eircom’s FTTH network will be well flagged in advance with
industry and that the imposition of cost-orientated pricing is not inevitable. Setting
the most appropriate investment signals, especially the appropriate build or buy
signals, will continue to be a critical part of ComReg’s regulatory pricing policy.

ComReg will continue to encourage investment at the deepest level of the
network that makes economic sense. In this regard, ComReg considers that there
is an opportunity to encourage investment using regulated access to already
existing passive infrastructure such as ducts and poles (PIA). This will require the
provision of functional and efficient access to passive infrastructure at prices that
set the appropriate incentives for all players.

ComReg will also monitor access by NBI to Eircom’s physical infrastructure to
help contribute to the successful and timely rollout of the NBP. Where additional
investment is required to achieve desired market outcomes, beyond what would
be delivered in an effectively competitive market, such investment should be
undertaken in a manner which creates minimal market distortions and does not
crowd out commercial investment.

Creating the conditions for investment is as much about regulatory certainty as it
is about shaping operator financial incentives. ComReg still expects that
significant amounts of investment will occur in fixed and mobile networks as
operators seek to rollout new networks and services to consumers. Making such
large commercial investments depends at least in part on an expected rate of
return and expected price level.

In many regulated ECS markets, ComReg imposes price control obligations,
including the obligation to charge cost-oriented wholesale prices. Setting such a
cost-oriented wholesale price includes a reasonable rate of return on investment
and an estimated Weighted Average Cost of Capital (WACC’). ComReg ensures
that the regulated WACC is set at a level that is appropriate to promote efficient
and timely investments and promotes innovation in ECN / ECS and broadcasting
transmission infrastructure and services in Ireland.
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3.55 Therefore, ComReg’s second of its two goals regarding investment and regulatory
certainty is to ensure that regulatory certainty, including certainty on
wholesale pricing and the rate of return, facilitates timely investment
decisions. In particular, the choice of wholesale pricing regime and cost recovery
should be appropriate to the circumstances and should consider the need to
promote efficiency and effective competition and maximise consumer benefits.

3.56 In the context of these two goals regarding investment and regulatory certainty,
ComReg intends to do the following:

Goal 1.5
¢ Pricing Signals: Wholesale prices imposed

by ComReg in regulated markets act as Regulatory certainty,
pricing signals to the SMP operator and including certainty on
other operators seeking to invest in ECN / wholesale pricing and the
ECS. Effective pricing signals should rate of return, facilitates
encourage an operator to invest efficiently | timely investment

and migrate away from legacy decisions.

infrastructure.

¢ Reasonable Rate of Return: ComReg will also encourage investments by
other operators in downstream markets by mandating and enforcing
appropriate access to inputs controlled by the SMP operator on fair,
transparent and non-discriminatory terms. In order to encourage investments
by the SMP operator, including in next generation networks, ComReg shall
take into account the investment made by the operator, and allow a
reasonable rate of return on adequate capital employed.

e Cost of Capital: ComReg updated the WACC applicable to Fixed & Mobile
Telecommunications and Broadcasting in June 2022°?’. ComReg will
recalculate the WACC on an annual basis using updated parameters. The
recalculated WACC values will then be used when price controls are
amended or updated as part of any subsequent ComReg decision. Where
prices have been previously set by ComReg (including in the form of
maximum prices), for a defined future period, a subsequent change in the
WACC will not automatically lead to any change in those prices.

3.4.4 Legacy Networks

3.57 The EECC’s Connectivity objective aims to foster investments in VHCN across the
EU. ComReg recognises that to deliver widespread VHCN, it may be necessary
for network operators to migrate away from legacy networks over time.

27 ComReg Document 22/47
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3.58 ComReg is supportive of VHCN network rollout and the transition from legacy
networks. ComReg recognises that VHCN networks have several benefits over
non-VHCN and legacy networks, including faster download speeds, network
reliability and lower energy consumption.

3.59 In March 2021, Eircom published what it termed a ‘white paper’ on transitioning
away from its legacy copper network to a VHCN network based on Eircom’s FTTP
network. ComReg considers that such a transition has the potential to deliver
high-quality and reliable connectivity to end-users across the country who are
currently using Eircom’s copper and FTTC networks.

3.60 ComReg notes that while the migration away from legacy networks is ultimately
the responsibility of the industry, it will require an eircom-led Industry programme
overseen by ComReg in order to ensure an efficiently managed transition as well
as protection of competition and end-users (including vulnerable end-users) at all
stages of the process.

3.61 In May 2021, ComReg set out its view?® on its role overseeing the transition of
regulated services to new VHCN and the related impact on regulated services and
competition generally. ComReg set out that its approach to these issues will also
be guided by the relevant regulations including the provisions of the EECC
(transposed in Q1 2023 and awaiting a commencement order) regarding the
decommissioning or replacement process for legacy networks (Article 81 and
Regulation 63). This includes that the transition must happen in a predictable and
transparent manner for all stakeholders, with adequate notice periods. The EECC
requires ComReg to ensure that migrations from legacy copper networks subject
to SMP obligations carry transparent timetables and conditions, and that end-
users can continue to access broadband and telephony products.

3.62 ComReg issued a public consultation document on 25 March 2022. Consideration
of the responses received from Industry stakeholders and individual respondents
is ongoing with a notification to the European Commission under Article 32 of the
EECC, planned in Q2 2023 followed by a Decision thereafter.

3.63 In the meantime, existing regulatory obligations imposed on Eircom (e.g.
Universal Service Obligation (‘USQO’) and obligations not to withdraw services)
remain in place. ComReg’s current understanding from Eircom is that the
transition from the copper network will begin in the next five years.

28 ComReg Document 21/43
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3.5 Spectrum and Numbering

3.64

3.65

3.5.1

3.66

3.67

3.68

Radio spectrum is a scarce resource having a diverse range of uses and end-
users. It is an essential input in the supply of wireless/radio-based ECN / ECS as
most ECN, even fixed networks, contain at least some wireless segments.
Therefore, the availability of spectrum is necessary for the entry and expansion of
many operators in the electronic communications markets. The growing demand
for radio spectrum is driven by society’s ever-increasing use of data-intensive
services while on the move and away from the office and home.

Likewise, access to numbers is essential to the functioning of electronic
communications markets. As a finite national resource, ComReg seeks to ensure
that there is always an adequate supply of numbers to support the demands of
existing and new customers and service providers. In this context it is ComReg’s
goal that the management of spectrum and numbers facilitates competition,
enhances connectivity, and promotes efficient investment.

Spectrum

Spectrum management®’ is the process of regulating the use of radio frequencies
to promote their efficient use in the interests of society.

The principal activities associated with spectrum management are; spectrum
allocation®’ and assignment®'as well as the monitoring, compliance and
enforcement of licence conditions and equipment standards. In relation to the
assignment of spectrum rights for ECN / ECS, ComReg determines the
appropriate approach on a case-by-case basis. When carrying out these activities,
ComReg considers administrative, regulatory, social, economic, and technical
factors amongst others.

The international harmonisation process for Goal 1.6

radio spectrum is a key driver of investment as The management of

it facilitates economies of scale in the spectrum and numbers
manufacture of radio equipment. It is a key facilitates competition,
factor in determining the technology roadmaps enhances connectivity, and
adopted by global suppliers of radio equipment. promotes efficient
Harmonisation activities focus on advancing the | j vestment.

use of radio spectrum.

29 See ComReg’s Spectrum Management Strategy for 2022 to 2024 (Document 21/136)

30 Spectrum allocation refers to the designation of given frequency bands for use by one or more types of
radiocommunications services, where appropriate, under specified conditions. Radiocommunication services are
defined by the international radio regulations

31 Spectrum assignment refers to those spectrum management activities which involve the issue, and authorising the
use of, rights of use for radio frequencies.
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3.69 The international harmonisation process involves many aspects which includes
the harmonisation of technology standards in organisations such as ETSI| 3GPP,
and the harmonisation of radio spectrum allocations and technical conditions in
organisations such as the International Telecommunications Union (‘ITU’),
BEREC, Radio Spectrum Policy Group (‘RSPG’) and Conference of European
Post and Telecommunications Administrations (‘CEPT’).

3.70 ComReg, together with DECC, plays an active role in international forums to
ensure that, as far as possible, decisions relating to the international radio
spectrum regulatory framework accommodate Ireland’s specific requirements.
Participation in the international harmonisation process assists ComReg in
actively considering and acting upon relevant developments in the exercise of its
spectrum management functions in Ireland.

3.71 In respect of international harmonisation, the 39" World Radiocommunication
Conference (WRC) is scheduled to take place in Q4 2023. The agenda for WRC-
23 sets the roadmap for important future technological developments and
contains nineteen specific and eleven standing agenda items.

3.72 Led by DECC, Irish preparations for WRC-23 are underway and ComReg is
actively engaged to meet the objectives and goals that will be established in the
national preparatory process. The following are the major agenda items of interest
to Ireland at WRC-23:

e Mobile Broadband and Broadcasting;
e Mobile Broadband Communications;
e Aeronautical Communications;
e Satellite Communications; and
e Scientific Use of Spectrum.
3.73 There are several priority spectrum projects that ComReg is committed to, that will

take place in the coming period, including fixed links and satellites services:

o Fixed Links: Following an extensive consultation® to review the current Fixed
Links licensing regime, ComReg issued its draft decision and draft regulations
in November 2022.°° Following finalisation of the decision and the publication
of a new Statutory Instrument, ComReg will implement the changes brought on
by the decision over a three-year period.

o Satellites: There has been a resurgence of interest in using constellations of
small satellite in low earth orbits (LEOs) to provide internet access. To ensure

32 ComReg Document 20/109
¥ ComReg document 22/93 - Review of the Fixed Radio Links Licensing Regime - Response to Consultation and Draft Decision
including Draft Regulations — published 9 November 2022.
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3.74

3.75

3.5.2

3.76

that Ireland has an appropriate legislative framework ComReg will consult on
the authorisation of satellite earth stations below 3 GHz as well as review the
current licence regime for satellite earth stations in Ireland.

The following two matters are developing and are likely to be resolved or well
underway during the period of this strategy:

e Private local-area network connectivity: The EC have initiated a study
through the CEPT to assess the use of the 3.8 — 4.2 GHz frequency band for
the licensing of 'private local networks' and to develop harmonised technical
conditions for the shared use of this band. ComReg has received several
enquiries related to private networks and intends to monitor and input to the
development of any draft EC and ECC harmonising decisions on the use of this
band.

e The UHF broadcast band: At WRC-23 a review of the UHF broadcast band
(470-960 MHz) will consider the spectrum requirements of the broadcasting,
mobile services and a number of other services that use this band3*. ComReg
has taken a leading role in facilitating this discussion in the CEPT and in
determining the CEPT position at WRC-23

ComReg operates Test & Trial Ireland*° to encourage innovation and
development involving new radio technologies or services. Two licence types are
available, one covering technology tests and the other covering service trials
involving third parties or the public. Both licences are intended to support
genuinely novel research and development activities and are not intended for the
commercial delivery of electronic communication services. A glance at the list of
previously issued Test and Trial licences*® will reveal some of the users of these
licences and the innovative technologies and services tested or trialled in Ireland.

Numbering

ComReg is responsible for managing the National Numbering Scheme, including
attaching conditions for rights of use of numbers. ComReg’s role is to balance the
need to conserve this finite national resource while ensuring that there is always
an adequate supply of numbers to support the demands of new and existing
customers and service providers. Any new conditions of use that support
competition and innovation need to ensure that consumers remain protected
against number misuse.

*Allocations made in the band 470-960 MHz for Region 1 include fixed, radiolocation, land mobile ancillary to
broadcasting and programme-making, radio astronomy, aeronautical radionavigation and mobile-satellite except
aeronautical mobile-satellite (R)

% See https://lwww.testandtrial.ie/

36 See https://www.comreg.ie/industry/radio-spectrum/licensing/search-licence-type/wireless-test-trial/
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3.77 Numbers are likely to remain the most common universal identifiers until at least

3.78

2026 and likely well beyond this date. Numbers are coordinated at national level
by National Regulatory Authorities, (NRAs) and at international level by the ITU.

Improvements to the Non-Geographic Numbering (NGN) platform were completed
in January 2022, when three number ranges (1850, 1890 and 076 numbers)
ceased to operate. Only the Freephone 1800 and Standard Rate 0818 NGN
products now remain. A noteworthy element of the new wholesale regime is the
92% reduction in mobile origination charges for mobile calls to 1800 Freephone.
Together, these improvements ensure that Ireland now has a fit for purpose and
easy to understand NGN platform, and a competitive market for the provision of
NGN services.

3.79 Related to the above goal, ComReg will undertake the following activities:

e Further updates of the Numbering Conditions of Use: ComReg updates

the Numbering Conditions of Use every 2-3 years, to take account of
legislative changes, new technologies and market developments. Updates
completed in July 2021%” included an in-depth analysis of numbers for cloud
communications platforms. This analysis was supported by market research
that demonstrated that the overwhelming majority (circa 90%) of consumers
favour the assignment of geographic (landline) numbers only to businesses
and individuals with premises within the area code. The 2021 update also
factored new and amended numbering obligations in the EECC. ComReg will
consult on further updates during 2023, with the main objectives of i)
supporting the Nuisance Communications Industry Taskforce (‘NCIT’) (see
Section 5.7) interventions to mitigate nuisance communications (scam calls
and texts) and ii) introducing new complementary preventative measures to
improve Calling Line Identification (‘CLI’) data and to improve operators’
‘Know Your Customer’ (‘KYC’) processes for assigning numbers.

Implement ComReg’s published strategy for promoting over-the-air
(OTA) provisioning: The EECC requires Member States to promote over-
the-air (‘OTA’) provisioning to facilitate provider switching. OTA provisioning
relies on ‘embedded’ SIM (‘eSIM’) technology. In June 2022, ComReg
published its response to consultation and final strategy“®, which sets out a
work programme for mobile operators in Ireland. The strategy calls for fully
digital customer sign-up and switching between operators by the end of 2023,
with consumers potentially being able to switch between operators in 5
minutes or less.

ComReg will engage with operators throughout 2023 to ensure that the full
benefits of OTA provisioning and eSIM technology are delivered. For

37 ComReg Document 21/75
% ComReg Document 22/48A https://www.comreg.ie/publication/comreg-strategy-to-promote-over-the-air-provisioning-2
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example, OTA and eSIM include the ability for consumers to download
temporary local profiles when they are roaming abroad. This is particularly
important when roaming beyond the EU, where Roam Like at Home (RLAH)
obligations do not apply, and consumers often face large bills on their return
home. Such temporary local profiles could ensure that consumers can benefit
from more reasonable locally applicable tariffs (as evidenced by the recent
launch of GoMoWorld).
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Chapter 4

4 Consumer Protection

41

41

4.2

4.3

Introduction

Well-functioning markets should maximise benefits for consumers.*° However,
markets do not always deliver optimal outcomes for consumers. Market failures
such as information asymmetries can sometimes prevent consumers from making
fully informed choices. Issues may also arise when service providers do not
uphold consumers’ rights or provide inadequate complaints and redress
mechanisms to assist consumers.

ComReg’s consumer role is to protect and inform consumers so that harms are
overcome, and they can choose and use communications services with
confidence. Our role also includes consideration of a Universal Service for the
ECS sector to ensure consumers have access to certain fixed ECS at an
affordable price. Finally, we have a role in consumer redress, complaint handling
and Alternative Dispute Resolution (‘ADR’).

This chapter sets out the range of consumer protection measures and information
channels/tools we will be using over the coming period to address consumer
harms and to ensure consumers can choose and use communications services
with confidence. This chapter also sets out our strategic goals associated with
protecting and informing consumers with the high-level objective of ensuring that
consumers can choose and use communications services with confidence.

Strategic Consumers can choose and use communications services

Intent 2: with confidence.

What does
this look like?

e Consumers have easy access to the information they need

e Consumers have a choice of service providers but there is at least
one provider available for basic (universal) services

¢ Vulnerable and Disabled end-users are protected

e The sign-up process is transparent and simple yet secure

e Consumers can switch without service disruption, inappropriate
penalties or notice periods

e Consumers get the service they sign up for

e Consumers understand their bill and are billed correctly

e Consumers have timely access to customer care and redress

39 ComReg’s consumer role and associated protections, in certain cases, applies to small enterprises or
microenterprises, not for profit organisations as well as consumers. Where this chapter uses the term consumer(s), it
may also mean other end-users.
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4.2 Consumer Harm

44 ComReg’s consumer role is to protect and inform consumers so that harms are
overcome, and they can choose and use communications services with
confidence. In this context, our goal is that ComReg identifies and understands
consumer harms. ComReg has several ways of identifying potential and actual
consumer harms which need to be addressed using its regulatory toolkit,
including:

e Consumer queries and complaints;

e Market Research; ComReg identifies and
e Advisory Panels and Engagement; and Enderstands consumer
arms.

¢ Information Gathering, Compliance Monitoring

and Investigations.
4.2.1 Consumer queries and complaints

4.5 Significant numbers of consumers continue to experience issues when availing of
ECN / ECS and Premium Rate Services (‘PRS’). Our analysis of contacts to our
Consumer Line highlights some notable trends*“’. Figure 6 shows the relative
volumes of queries and complaints received over the past 5 years. Figure 7
shows the relative breakdown of ECN / ECS complaints by complaint type. Billing,
contractual and service issues are the main ECN / ECS issues raised by
consumers.

Figure 6: Breakdown of Issues Logged (Queries/Complaints), 2017 - 20224
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40 ComReg reports consumer line statistics on a quarterly basis. Available at: www.comreg.ie/publications/
41 ComReg Consumer Line Statistics
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Figure 7: Queries/Complaints Total ECN / ECS and PRS combined, 2017 to 202242
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The above trends indicate that while queries to ComReg increased substantially
during Covid-19, we can see that this has now returned to pre-Covid levels. While
complaints also increased slightly, they are now below pre-Covid levels. This is
due to a combination of factors including the publication of statistics by ComReg,
better availability of information to consumers, increased focus by service
providers on complaint handling and resolution and compliance. Notwithstanding
the volume variations, the nature and type of complaints remain largely the same.
These are Billing, Contract Issues, Service Issues and Switching. There has been
a marked decline in the number of contacts relating to PRS.

Research, Market Information and Behavioural Studies

ComReg conducts regular research to gain insights into consumers’ behaviours,
preferences, and experiences. Further details are set out in Section 7.2.

Advisory Panels and Engagement

ComReg's Consumer Advisory Panel (‘CAP’) was established in accordance with
Section 12 of the Communications Act 2002, The purpose of the CAP is to
advise us on developments, innovations and areas of consumer concern which
are relevant to ComReg’s role.

42 ComReg Consumer Line Statistics
43 The CAP consists of representatives from the Consumers’ Association of Ireland, National Disability Authority,
Northern & Western Regional Assembly and Chambers Ireland
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4.9 ComReg also periodically conducts Equivalence of Access and Choice**
workshops to explore specific accessibility topics and issues, for example, end
users’ experience with access to and use of the Irish Text Relay Service (‘ITRS’)*
and accessible information on the ITRS website.*® ComReg also meets
consumers and the public through outreach events and activities and learns about
issues and concerns arising through this channel.

4.2.4 Information Gathering, Compliance Monitoring and
Investigations

4,10 ComReg regularly monitors service providers’ practices (e.g., information they
provide to customers; contracts; and business processes) to obtain an
understanding of the potential consumer harms that may arise. We achieve this
through a number of channels, including mystery shopping, information gathered
directly from consumers and service providers, and through our compliance

monitoring activities and investigations. m
4.2.5

Addressing Consumer Harm Consumer rights and

protections, including for
vulnerable and disabled
consumers, are adequate
to mitigate consumer harm.

4.11 Over the coming period we will continue to
evolve and harness the insights from these
sources to deepen our understanding of
consumer harms and to design regulatory
interventions to mitigate them. We use these
insights into consumer harm to help identify groups of consumers who may be
vulnerable or need support in ECS markets and to help inform how we deploy our
regulatory toolkit to maximise its effectiveness.

4.12 To address any instances of consumer harm, including for vulnerable and
disabled end-users, ComReg can use its powers to specify an intervention or a
support measure to ensure that markets work effectively for all consumers and
that disabled end-users are protected. In this context, it is ComReg’s goal that
consumer rights and protections, including for vulnerable and disabled
consumers, are adequate to mitigate consumer harm.

4.13 Related to the above goal, ComReg will undertake the following activities:

¢ Measures to mitigate against consumer harm: Over the coming period,
ComReg will consider whether it is appropriate to implement, enhance or
evolve measures to mitigate against consumer harm.

“ The Forum on Services for People with Disabilities was established by ComReg in accordance with Section 12 of
the Communications Act 2002. It was named the Equivalence of Access & Choice Forum in 2016.

“ ComReg Document 14/143 Decision D09/15

“ www.itrs.ie
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e Customer Charter: One of the key new Consumer protections which will be
available to ComReg to specify as appropriate, is Customer Charters. ComReg
is currently consulting on the introduction of Customer Charters to create
transparency around the levels of customer service that providers offer.

4.3 The Consumer Journey

4.14 ComReg describes the consumer navigation of the market, or the “Consumer
Journey”, in four broad phases, shown in Figure 8 below:

e Looking

e Signing Up
e Using

e Switching

4.15 At each stage of the Consumer Journey, we seek to ensure consumers, including
disabled consumers, are adequately informed of their consumer rights, and are
equipped with the necessary information to make informed decisions. ComReg’s
objective is to ensure that consumers are protected through every stage of the
Consumer Journey and to achieve this ComReg uses its regulatory toolbox to
intervene and assist consumers as issues arise and more generally where it
identifies actual or potential consumer harm issues.

Figure 8: The Consumer Journey
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4.4 Stage 1 - Looking for a service offer

4.16

417

4.18

4.19

Without guidance or support to make an informed choice, some consumers,
including disabled consumers, may be unable to make a decision, or they may
postpone making a decision, possibly
indefinitely. Having guidance and information

presented in a manner that is accessible, Consumers, including

useful, comparable, and accurately represents | vulnerable and disabled end-
the product or service will assist consumers to | users, are supported by
make informed decisions. In addition, ComReg | clear, accurate and up to

has powers to set rules regarding the way date information throughout

certain information about products and the Consumer Journey.
services is presented to the consumer.

ComReg is committed to providing ‘trusted advice and support’ to ensure
consumers can make informed decisions. We do this through the use of easy-to-
understand language in our engagement with consumers and the public.
ComReg’s goal relating to the provision of easily accessible, useful information
and guidance is that all consumers, including vulnerable and disabled end-
users, are supported by clear, accurate and up to date information
throughout the Consumer Journey.

There are a number of useful information sources available to consumers when
making a purchasing decision. Two of these are key sources — (1) Information
provided by Service Providers and (2) Information provided by ComReg.

Information from Service Providers: The availability of transparent, accurate
and timely information on the switching process should increase consumer
confidence in switching and make them more willing to seek out new market
offers. In addition, consumers are entitled to receive a Contract Summary,
including in an accessible format for disabled end-users*’. Over the coming period
ComReg will ensure appropriate, easily accessible information to inform choice
while looking for a service offer, is provided to consumers, including:

e Pre-Contractual Information: ComReg will ensure consumers are provided
with Pre-Contractual Information relating to contract duration, any switching
charges, compensation and refund arrangements for delay or abuse of
switching, information about how to switch, information on how to obtain a
refund of prepaid credit when switching, and details of any early termination
fees (including handset unlocking costs).

4T to ensure equivalence of access for disabled end-users that is envisaged by the Code Commission Implementing
Regulation (EU) 2019/2243 of 17 December 2019
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e Contract Summary: Over the coming period we will monitor the market to
ensure that the required Contract Summary information is provided at the
appropriate stage to consumers as required and is in an accessible format for
disabled end-users.

e Best Tariff Advice: For those already in a contract, Best Tariff Advice*® which
is provided by service providers during the contract, will also be a useful tool to
assist consumers in their choice of offers available.

4.20 Information from ComReg: ComReg provides a range of tools and information to
assist consumers in their comparison of offers and in enhancing their
understanding of ECN / ECS products and their associated rights. Over the
coming period, our work relating to this goal includes the following items:

e Consumer Care: Service providers must be able to efficiently address their
own customers’ queries and issues. We will work to drive service providers to
improve the experience they provide to their customers by improving
transparency on Quality of Service and ensuring that they are tackling systemic
and root cause issues. ComReg’s Consumer Care will assist consumers with
their queries and complaints, and we will continue to assist consumers who
need advice and support.

e Consumer website: Through our website we aim to provide consumers with
easy-to-understand information on topical issues which might impact their
choice or use of ECN / ECS. Our website hosts a number of useful consumer
tools, including:

— ComReg Compare Tool: Our comparison tool allows consumers to compare
costs for mobile phone, home phone, broadband & TV market offers. This
comparison tool is available at www.comreg.ie/compare. We also plan to
develop an accreditation process, so that websites offering commercial
comparison tools, who fulfil the necessary requirements, can apply to have
their comparison tool accredited by ComReg.

— Outdoor Mobile Coverage Map: We provide an outdoor mobile coverage
map on our website (and via an app) to allow consumers to check service
providers’ outdoor mobile phone coverage predictions at locations
throughout the country. This map is available at
www.comreg.ie/coveragemap. The coverage data was updated in 2022 to
include 5G coverage as well as 4G, 3G and 2G and the coverage data will
continue to be updated periodically throughout each year. The app
functionality was enhanced to show all coverage at a specific location.

“8 Article 105(3) of the EECC
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During the coming period, we will continue to enhance the functionality of the
map and make the necessary changes for technology switch-off.

— Broadband Connectivity tool: During the coming period, we will be working
on providing a tool for consumers to check information on broadband
connectivity and available service providers at a location.

— Premium Rate Service checker: Our PRS service checker allows consumers
to check the name and number of a PRS they intend to use or have been
billed for. This is available at www.comreg.ie/servicechecker.

e Consumer and Public Campaigns: We periodically conduct digital, direct and
traditional marketing campaigns to equip consumers with the necessary
information to make informed choices. For example, we recently promoted our
Compare tool and Outdoor Mobile Coverage Map and App through a digital and
social media advertising campaign.

e New technologies available: As part of the Mobile Phone and Broadband
Taskforce work programme, we have committed to launching a consumer
information campaign aiming to improve consumer and public awareness of the
basics of new technologies available. The campaign has two subject messages
which are:

- moving to fibre or alternative technology and copper switch off;

- moving to 4G and 5G and 2G/3G switch off.
The campaign will span an extended period of time, aligning with copper switch
off and 2G/3G switch off project milestones. The objectives of the campaign are
to increase consumer and public awareness of the new technologies and their
benefits; encourage adoption of new technologies to enhance consumer
connectivity and services; make consumers aware of important factors when
choosing services so that they can make informed choices; and assist
consumers in transitioning to new technologies.

e Nuisance Communications: We will continue to provide information to
consumers to inform them about nuisance communications and how to protect
themselves from this.

e Environmental Sustainability: ComReg will begin work on considering
consumer information actions to inform consumer choice aimed at driving
improvements to the environmental sustainability of the electronic
communications sector.

e Enhanced Consumer Rights: We will provide information for consumers
through our consumer care team and other channels in respect of the enhanced
consumer rights as they come into force.
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4.5 Stage 2 - Signing Up for a service

4.21

4.22

4.23

4.24

4.25

Equipped with relevant information and guidance about the offers available,
consumers may decide to sign-up or enter a contract for services with their
chosen service provider.

We consider that effective competition in the ECS sector depends on, amongst
other things, the ability and willingness of consumers to switch service provider or
plan/bundle in response to a better deal in the marketplace. It is therefore our goal
that there are low barriers to consumers exercising their choice when
signing up for a service.

Having considered the Contract Summary made available by a service provider
and considered all the relevant options and information, a consumer who wishes
to switch should contact their new service provider. The new service provider will
then arrange the switch and the consumer’s

existing contract will be terminated. There m
should be no break in service and phone There are low barriers to

numbers can be transferred (ported) from one consumers exercising

service provider to another. their choice when

signing up for a service.

ComReg provides a consumer guide on our
website to assist consumers who wish to
switch*®. Based on ComReg’s knowledge and experience of consumer harm
issues in the market, and additional protections afforded by the EECC, ComReg
aims to minimise barriers to consumers including disabled end-users exercising
choice. In this context, over the coming period, our principal focus in this area will
include the following matters:

e Signup;

Durable Contracts;
Bundled Offers; and

Delayed Installations.

Further information on these matters is set out in Table 4 below.

49 https://www.comreg.ie/consumer-information/mobile-phone/switching-providers/
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Table 4: Areas of focus

e We will work to ensure that sign-up processes are easily accessible, and consumers
have accurate information to fully understand the process and the contract that they are
signing up to and that contracts are fair.

Durable Contracts

o We will work to ensure that consumers receive their contracts when they sign up and
upgrade, in particular over the phone or on-line and that they are afforded their cooling-
off rights. We will monitor to ensure that contracts and contract summaries are
consistent across service providers and in accordance with the legislation.

Bundled Offers

e Article 107 of the EECC requires service providers extend certain end-user rights
provisions to all elements of a bundle®'. These provisions will help facilitate consumers
in switching provider more easily and taking advantage of competitive offers for the
entire bundle if it is in their interests to do so. ComReg will monitor compliance with
these requirements under the EECC.

Delayed Installations

e ComReg will develop its approach to remedies for missed service and install
appointments as provided for under Article 106 of the EECC.

4.6 Stage 3 - Using the Service

4.26 Having signed up to a service, completed any m
necessary equipment installation and switched .
service provider, consumers should now be Consumer rights
able to use their service. However, issues may | throughout their journey
arise when using a service. In this context, it is are u.pheld by their service
ComReg’s goal that consumer rights providers.

throughout their journey are upheld by their
service providers.

4.27 There is a range of rights and protections relating to a consumers’ use of their
ECN / ECS service. At all times, consumers should be treated fairly in accordance
with their consumer rights. Over the coming period, relating to this goal, ComReg
will undertake the following activities:

¢ Regulatory Guidance on End-user Rights: To assist service providers in
understanding the range of end-user rights, in 2020 we published Regulatory
Guidance on the End-User Rights of the EECC®?. In 2021, ComReg also
published Regulatory Guidance for providers of Internet Access Services

50 ComReg has published relevant Regulatory Guidance, ComReg 20/111R

5" Including terminal equipment, digital content or digital services and ECN / ECS that are not otherwise directly
covered by the scope of those end-user rights provisions.

52 ComReg document 20/111R

Page 47 of 100



Electronic Communications Strategy Statement: 2023-2025 ComReg 23/34

(“IAS") to the Irish market.*® The IAS Guidance was intended to facilitate
industry in designing inter-operator processes to meet their requirements
pursuant to Article 106 of the Code with the result that the end-user’s right to
exercise choice and change provider of IAS is facilitated. ComReg established
an IAS Forum at the request of industry.>* ComReg will continue to evolve its
guidance in relation to implementation of end-user rights provisions, as
appropriate. Over the coming period we will further consider our approach to
this guidance on new rights together with enhanced publication of
enforcement actions given the resultant statutory instrument (SI 444 of 2022).

¢ Migration from Legacy Infrastructure: Subject to the Consultation on the
Framework proposed for the migration from legacy infrastructure to modern
infrastructure, ComReg will consider the dissemination of information to end-
users and whether it may be necessary and appropriate to provide guidance
to retail service providers (RSPs). Such guidance would be intended to set out
ComReg’s expectations of RSPs in supporting migrating customers and in
meeting their obligations under the applicable legislation before, during and
after the Migration from Legacy Infrastructure.

¢ Provisions for Disabled End-Users: ComReg’s review of existing
obligations on Service Providers, including the Irish Text Relay Service, is
ongoing with a view to ensure that the measures or support services put in
place for end-users with disabilities reflect market and legislative evolutions
and continue to support end-users with disabilities access and use their ECS
and related information. As an initial step, ComReg has issued a Call for
Inputs presenting observations, on an indicative basis, on the functioning of
the existing Measures or specific services and support available to end-users
with disabilities when accessing and using ECS. The call for Inputs is based
on engagement with industry, user groups and other regulators. ComReg
seeks input from end-users on their experience of those specific services and
support available to them (i.e., Measures) when choosing and using ECS
and, engaging with their service provider, throughout the consumer journey.
ComReg may issue a further public consultation addressing specific
provisions for end-users with disabilities which may arise as a result of the
Call for Input and transposition of the Code relating to accessible information.
ComReg will ensure that the objective of equivalence in access and choice
for end-users with disabilities under Article 111 of the EECC (Regulation 94 of
Sl 444 of 2022) is met.

¢ Premium Rate Services: ComReg will continue to monitor developments in
the PRS markets to ensure that consumers are not incorrectly subscribed and

% ComReg document 21/107R
* ComReg Information Notice, https://www.comreg.ie/publication/internet-access-service-switching-forum
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that PRS providers adhere to requirements set out in ComReg’s PRS Code of
Practice.”®

¢ Net-neutrality monitoring: ComReg will continue to actively monitor
compliance in respect of elements including traffic management practices and
consumer contracts as well as monitoring of zero-rated practices.

¢ Emergency Call Answering Service (‘ECAS’): ComReg will continue its
work in the ECAS industry forum to improve location information and to assist
where appropriate with new provisions in the EECC. ComReg will enforce
compliance with connectivity to the ECAS.

¢ Battery Back-up (‘BBU’): The Regulations and the Code place end-user
information obligations directly on providers. Providers should continue to give
end-users required information, including, disclosure of risk of interruption to
ECS. ComReg will also communicate with end-users and provide information
to end-users as regards availability of ECS during a power outage and Battery
Back-up. ComReg will monitor the changing market and changing consumer
behaviour and attitudes towards information and BBU. ComReg may
intervene if it is necessary, appropriate, and proportionate to help enable end-
users to make informed choices and use ECS with confidence.

e A Customer Charter: In general, there is a lack of transparency around the
quality of customer service. This can make it difficult for customers to know
what level of customer service they can expect from their own provider or, to
compare the customer service offer made across service providers, for
example when considering switching to a different provider. The new
customer protection provisions under the Communications Regulation and
Digital Hub Development Agency (Amendment) Act 2023 introduce Customer
Charters, powers for ComReg to set minimum standards backed by sanctions
and/or redress in the event of non-compliance including consumer
compensation. A Customer Charter will provide customers with information on
the levels of customer service they can expect from their service provider.
ComReg is giving consideration to the introduction of a Customer Charter.

A charter can address consumer harm through two key objectives: to create
transparency around the levels of customer service providers offer; and
driving improvements in overall customer service levels. In March 2023,
ComReg issued a public consultation addressing the proposed specification of
requirements on providers to prepare, publish and keep updated a customer
charter®®. In addition, ComReg has the power to specify Minimum Quality of
Service Standards under section 37 of the Act, section 38 of the Act

% ComReg Decision D03/18. The objective of this decision was to allow consumers prevent access to premium rate
SMS or MMS and to reduce the possibility of bill shock.
% ComReg Document 23/14
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separately gives ComReg the power to specify the form and the information
required to be included in a Charter, including Minimum Quality of Service
Standards. Should ComReg proceed with introducing a Charter, ComReg will
monitor and evaluate implementation of the Charter requirements and the
levels of customer service committed to and implemented by providers for
their adequacy ("adequacy review"). Following an adequacy review, ComReg
may seek to move to the specification of Minimum Quality of Service
Standards and, may seek to require any Minimum Quality of Service
Standards information is included in a Charter, subject to a consultation.

4.28 Notwithstanding the existence of various end-user rights and consumer protection
measures highlighted above, there may still be a risk of harm to consumers where
these protections may not be sufficient to safeguard consumer interests.

4.7 Stage 4 - Leaving the Contract/Switching

4.29 Consumers may decide to exit their contract for a variety of reasons, including:

They have decided they no longer require the service.
They are dissatisfied with their current service.
They have come to the end of the contract (minimum term)®’.

Their service provider has increased the price or altered another part of their
contract and they have been given the right to exit and decided to exercise
this right.

They are moving premises.

They have been given Best Tariff Advice or an upgrade offer, and they wish to
enter into a new contract with their existing service provider.

4.30 A fundamental aspect of ensuring that this part of the journey is seamless for

4.31

consumers is information, including accessible and adequate information on
terminal equipment and unlocking costs and procedures, early termination fees,
refunds, switching provider, cancelling a contract, ceasing the service, final bill
issues and complaint handling.

It is critical that this information is provided to consumers at the relevant stages of

their Consumer Journey and should be provided in an accessible format for end-
users with disabilities.

57 Consumers are now entitled to receive an end of contract notice.
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4.32

4.33

4.34

4.35

In some cases, practices and issues can create [AElEIPAL
barriers to switching by making the process .
There are low barriers to

unnecessarily difficult for consumers (e.g., o
consumers exercising

complex switching processes, service or
number loss, locked mobile handsets, unissued | their choice when leaving
refunds or lack of an appropriate cooling-off a contract.

period).

ComReg monitors the level of switching in the ECS markets through the data we
gather from industry and market research. Through our compliance and
enforcement actions, we ensure consumers are not disadvantaged by unfair or
illegal practices that serve to limit consumer switching rights or create
disincentives to switching.

It is therefore our goal that there are low barriers to consumers exercising their
choice when leaving a contract.

Over the coming period, ComReg will focus on ensuring that accurate, easily
accessible information is available to consumers and that cancellation processes
(as well as switching processes) are being implemented appropriately by service
providers, including through enforcement. Our work will include the following:

e Contract Change Notification: ComReg will monitor providers’ approaches to
issuing Contract Changes Notifications for any changes to terms and conditions
they propose, while advising consumers whether or not the right to terminate
arises, given the change(s) outlined in the EECC. ComReg may further specify
requirements to ensure contract change notifications are made in a clear and
comprehensible manner, and on a durable medium.

e End of Contract Notification and Best Tariff Advice: Before a contract is
automatically prolonged, providers are required to inform a consumer in a
prominent, timely manner, and on a durable medium, of the end date of the
fixed term contract and how to terminate the contract (the “End of Contract
notice”). At the same time, Best Tariff Advice relating to their services should
be provided. After a contract has been prolonged and during the prolonged
period of the contract, such Best Tariff Advice, should be provided at least
annually. ComReg will monitor providers’ approach to compliance with
Regulatory Notifications required to be sent to end-users on foot of Article 105
(3) of the EECC. ComReg has set out its initial policy considerations and views
on best practice as regards how to provide Best Tariff Advice and will consider
if further intervention is needed to ensure the objectives of the EECC are met.

¢ Disincentives to Switch: ComReg will continue to identify disincentives to
switching and will take action to ensure that practices that may be obstacles to
consumer switching are removed. This includes unlocking handsets promptly
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upon request by the consumer. We will focus on ensuring industry switching
processes are working effectively for consumers.

4.8 Universal Service - Affordable access to basic services

4.36

4.37

4.38

4.39

4.40

4.41

4.42

Under S.1. 444 of 2022, the purpose of Universal Service is to ensure consumers
have access at an affordable price to an
available adequate broadband (‘ABB’) internet

access service and to voice communications All end-users have
services, including the underlying connection, at | affordable access to

a fixed location. adequate broadband and

voice services at a fixed

This Universal Service is only required when the location.

market fails to deliver, and relevant public policy
interventions have been exhausted. In this
context it is our goal that all end-users have affordable access to adequate
broadband and voice services at a fixed location.

Under the new national legislation, ComReg'’s role in respect of certain aspects of
universal service is contingent on specifications or requirements which will be
established by the Minister, as appropriate, including the definition of adequate
broadband and the associated quality standards and any requirement for
affordability measures.

Currently, Eircom Ltd is designated as the Universal Service provider, and
provides a voice service at a fixed location that is a safety net ensuring access to
basic ECN / ECS.

In addition to the above Universal Service, consumers are also entitled to access
emergency call answering services. All providers of publicly available ECN / ECS
must provide free access and connection to emergency services.

Eircom Ltd, as the designated Universal Service provider has obligations
regarding the provision of certain services including:

¢ Provision of a voice connection and service: Eircom must meet every
‘reasonable’ request for a phone connection at a fixed location.

Over the coming period, relating to this goal, ComReg has a number of activities
planned:

e AFL USO fixed voice: ComReg will consult on the need for a USO for fixed
voice after 30 June 2023.
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e USO QoS: ComReg will continue to publish information on Eircom’s USO
Quality of Service (‘QoS’) performance on its website®.

¢ USO Funding: In respect of funding for the universal service, in 2019 Eircom
legally challenged ComReg’s USO funding application decisions for 2010-2015.
Over the coming period ComReg will defend each of these USO funding
application decisions.

ComReg is also progressing Eircom’s 2015-2016 USO funding application.

Eircom has informed ComReg that it reserves its right to make applications for
USO funding for the financial periods 2016 to 2020 and for any further funding
applications that become due before its appeal of ComReg’s decisions in
respect of the various funding applications relating to the 2010-2015 period is
determined.>®

o Adequate Broadband: S.| 444 of 2022 sets out that the Minister shall define
adequate broadband (‘ABB’) and the associated quality of service. The Minister
may consult with ComReg before defining adequate broadband or specifying
the quality standards applicable to it.

ComReg may impose a designation to impose appropriate universal service
obligations to meet all reasonable requests by those end-users for accessing
such services, on different undertakings, or sets of undertakings, to ensure the
availability of such services at a fixed location or to cover different parts of the
State.

4.9 Consumer Complaints and Redress

4.43 For consumers to have confidence in choosing Goal 2.8
and using telecommunications services, they

need to have a resolution process that Consumers have effective
addresses the imbalance in power between that | redress mechanisms,

of a service provider and the consumer. In this including access to timely
context it is ComReg’s goal that consumers query and complaints
have effective redress mechanisms, handling processes.
including access to timely query and

complaints handling processes.

¢ Published as Universal Service Requirements — Provision of Access at a Fixed Location (AFL) by Eircom Limited —
Quality of Service Performance Data. See ComReg Doc 20/120 for information from Q2 2020 and 2019/2020
% High Court Record 2019/167 MCA. ComReg Information notice 21/44.
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4.44

4.45

4.46

All ECN / ECS Providers are obliged to have a Code of Practice for Complaints
Handling, detailing how they deal with disputes and what steps a consumer must
follow. Where a complaint has not been resolved within 10 days, ComReg can
intervene to achieve a resolution that we consider acceptable for the consumer.

In addition to our complaint handling service (via the ComReg Consumer Line), in
2018 we introduced Formal Dispute Resolution Procedures for ECN / ECS
complaints®® that have been unresolved for 40 working days after lodging a
complaint with a service provider. In this case, a consumer may apply to ComReg
to adjudicate on a dispute.

Relating to this goal, over the period our work will include the following:

e Code of Practice for Complaint Handling: ComReg considers that consumer
complaints should be resolved quickly and effectively. In order to achieve this,
over the coming period we plan to increase awareness of the Code of Practice
for Complaint Handling, monitor compliance with the minimum standards and
make any necessary enhancements to improve service provider resolution
timeframes and consumers’ dispute resolution experiences.

¢ Formal Dispute Resolution: we plan to continue our work in the area of
Formal Dispute Resolution.

4.10 Communication and Engagement

4.47

4.48

Communication and Engagement with consumers is critical to ensure consumers
know their rights at all stages of the Consumer Journey. In this context, we aim to
be an effective advocate for consumers.

Our communication and engagement activities include but are not limited to the
following communications channels:

e direct contact with consumers,

e participation in outreach events, ComReg is an effective
advocate for consumers.

e engagement online,
e via our website and social media, and

¢ indirect engagement through the media.

50 ComReg document 18/104 D14/18
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4.49

4.50

4.51

ComReg also engages through contacts with representative bodies and gathers
information about end-user needs through market research. We also engage with
representative bodies and relevant public bodies through our CAP and
participation in the Mobile Phone and Broadband Taskforce. In addition, we also
engage with DECC, other public bodies and sectoral regulators regarding matters
relevant to consumers. For example, following our engagement with industry
stakeholders on consumer themed issues we will continue to engage to address
major issues facing the sector over the coming years, including the migration to
fibre services, the withdrawal of legacy telecoms networks, cyber security,
customer service and nuisance/scam calls.

ComReg takes a strategic approach to communicating with consumers and the
public, and uses a range of tools and techniques, including campaigns, that are
topic specific, to enhance consumer knowledge and awareness and to address
information gaps. Our consumer brand, ‘ComReg Connects’, helps to ensure
consumers and the general public can identify ComReg as a brand at the forefront
of consumer protection, capturing the essence of who we are and what we stand
for. Our website Comreg.ie/consumer offers information and news to better
inform consumers of issues and

developments in the market. Com Reg

Over the coming period we also intend to Trusted Advice and Support

undertake initiatives relating to this goal:

e Consumer Outreach Events: We circulate information on topical issues
through consumer representative groups, for example, through Age Friendly
Ireland and will continue to engage in this manner to inform targeted cohorts of
consumers.

o Website: We will continue to improve comreg.ie/consumer and offer a range of
tools that offer independent information to users.

¢ Brand Roll out: We will continue to evolve our communication language and
the various consumer tools hosted on our consumer website to reflect our
ComReg brand values.
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Chapter 5

5 Connectivity & Network Resilience

5.1

5.1

5.2

5.3

Introduction

ComReg’s strategic intent regarding connectivity is to ensure that end-users
have widespread access to high-quality and secure communications
networks, services, and applications. By ‘connectivity’ ComReg means having
access to the necessary ECN to allow for the use of various services and
applications in a secure manner. For ComReg, the connectivity of end-users is not
about pitting one network technology against another, but rather the widespread,
continuous, secure and high-quality connectivity of end-users.

The EECC includes a new objective that ComReg, Government and BEREC shall
pursue: promote connectivity and access to, and take-up of, very high-capacity
networks, including fixed, mobile, and wireless networks, by all citizens and
businesses of the Union. In pursuit of this objective, the EECC also restates the
need for a balance between providing adequate incentives to invest in VHCN and
the need for regulation.

Today, the connectivity of end-users has become essential to ensuring social and
digital inclusion. It is ComReg’s view that end-users can only fully participate in
society and the wider economy when their connectivity needs are met.

Strategic Intent End-Users have widespread access to high-quality and secure

3:

What does this | ¢ Widespread availability of ECS and ECNs allows for digital
look like? inclusion by all consumers

communications networks, services, and applications.

e Connectivity challenges are addressed, and indoor mobile voice
services (via mobile connections or Wi-Fi calling) are available to
all.

e Networks are secure and resilient.

e EU Objectives for ‘Connectivity’ of end-users are met.

5.4

There are often a variety of networks, technologies, and solutions available to
people to help fulfil their connectivity needs. For ComReg, it is the quality and
reliability of ECS/ECN that matters, rather than the means of delivery.
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5.5

5.6

5.7

5.8

However, some end-users are poorly served by ECN. Some of these poorly
served end-users may not benefit from the presence of multiple different reliable
networks. Other end-users may experience poorer services intermittently, due to a
range of factors beyond their control.

Ensuring everyone can access online and digital services, regardless of where
they live or how they connect to these services, will be key to driving participation
in the digital economy and society. Use cases that require reliable high-quality
connectivity such as remote working, education and e-health have become more
important for organisations and individuals in the wake of the Covid-19 pandemic.

There are a number of risks facing Ireland’s ECN that could result in service
disruption for end users. These issues include equipment malfunction, human
error, malicious and cyber-attacks, severe weather events and external incidents
(e.g. electricity outages). Accordingly, network resilience, reliability, and security is
an area that is becoming more important. ComReg’s role in this area is to have a
holistic understanding of the nature of the various connectivity risks facing the
country. This includes network security, which has now become a key part of the
Government’s national digital strategy ‘Harnessing Digital - The Digital Ireland
Framework’.

While ComReg will continue to use its regulatory powers to address network
issues, in some cases, where the appropriate regulatory powers are held by other
authorities, a multi-agency approach will be required. ComReg will continue to
support other responsible authorities (e.g. DECC) and act as a knowledgeable
regulator by making informed contributions to policy discussions and debate.

5.2 Network Coverage

5.9

5.10

There are still areas of Ireland that are unserved by high-quality and reliable ECS
/ ECN. These areas are almost all rural areas with a low population density. As
population density decreases, the distance between premises generally
increases, thus increasing the cost of deploying ECN. Therefore, it is not always
economical for commercial ECN operators to deploy high quality, reliable
networks in these areas without additional incentives.

By the end of the decade ComReg expects that fixed VHCN will have been rolled
out to almost all premises (households and businesses) in the country through a
combination of commercial deployments and public investment through the NBP.
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5.11 Meeting the growing demands of Irish consumers in the future will likely require
not only improved mobile coverage and increased network density, but also for
mobile devices and services to be able to seamlessly migrate between mobile and
fixed (e.g., Wi-Fi) networks when in use. In this regard key enablers to meet this
challenge are the rollout of fixed networks and the availability of additional
spectrum.

5.12 The use of ECN/ECS has increased over the last three years with fixed and
mobile data traffic volumes having increased since 2019. As set out in Figure 9
below, data use has remained high and continues to increase, more than doubling
in the period from Q4 2019 to Q4 2022. °.

Figure 9: Data Traffic on Fixed and Mobile Networks
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5.3 Supporting Digital Infrastructure

5.13 ComReg’s goal regarding digital infrastructure is that telecommunications
networks, technologies, and solutions allow end-users to fully participate in
all aspects of society. Thus, the focus of ComReg’s strategy is ensuring the
widespread availability of high-quality and reliable services.

5.14 Over the coming period ComReg will continue to work towards this through the
following actions:

" QKDR Q4 2023
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e Digital Divide: ComReg will continue to monitor the emergence of digital
divides in various ECS and ECS adjacent markets. These insights will help

give us a holistic understanding of the Goal31
connectivity challenges facing end-users and
help inform various policy and regulatory Telecommunications

decisions made by ComReg. networks, technologies

e Geographic Mapping of Networks: In and solutions allow end-
accordance with Article 22 of the EECC, < .
ComReg is continuing to work towards ulslers to :ulh; part.lc:pate "
compiling and publishing a map of broadband all aspects of society
networks in Ireland, including forecast coverage.
Maps such as these can be useful to consumers, industry, government and
ComReg. This is in addition to ComReg’s Outdoor Mobile Coverage map, as
discussed in Chapter 4.

e Monitoring network and technology developments: ComReg will continue
to monitor developments and innovations® in network technologies and to
facilitate their use where appropriate.

5.15 The Broadband Cost Reduction Regulations®? (‘BCRR’) came into effect in 2016
with the aim of facilitating and reducing the cost of deploying high-speed public
ECN. However, the BCRR have not been used to any great extent by Irish
operators. ComReg has three functions under the BCRR:

e Ensuring compliance with the BCRR;
e Acting as national dispute settlement body in relation to the BCRR®*; and

e The provision of a Single Information Point (‘SIP’)°° to facilitate access to
information regarding permits for civil works.

5.16 ComReg notes the EC has recently reviewed the BCRR and proposed the Gigabit
Infrastructure Act®® as part of its February 2023 Connectivity Package to speed up
the deployment of 5G and fibre networks.

62 Such developments and innovations are likely to include the rollout of 5G, Low Earth Orbiting satellite broadband,
VILTE (Video over LTE), DOCSIS 4.0 and Small Cells

53 The European Union (Reduction of Cost of Deploying High-Speed Public Communications Networks) Regulations
2016 (S.1. No. 391/2016)

54 ComReg’s Disputes Handling Process is available on its website — ComReg Doc 16/77r

55 See https://ec.europa.eu/eurostat/databrowser/view/tps00003/default/table?lang=en

56 Gigabit Infrastructure Act Proposal and Impact Assessment - https://digital-strategy.ec.europa.eu/en/library/gigabit-
infrastructure-act-proposal-and-impact-assessment
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5.17

5.18

The proposed Gigabit Infrastructure Act aims to overcome the challenge of slow
and costly deployment of the underlying physical infrastructure sustaining
advanced Gigabit networks. It aims to reduce ‘red tape' and the costs and
administrative burden associated with the deployment of Gigabit networks. The
proposed regulation will also enhance the coordination of civil works between
network operators to deploy the underlying physical infrastructure, such as ducts
and masts, and ensure that the relevant actors obtain access to it.

Articles 76 and 79 of the EECC set out arrangements for co-investment
agreements between an SMP operator and another operator to build a VHCN or
mobile base station, exempting such investments from SMP-type access
remedies. The EECC sets down further conditions to be considered by ComReg
(e.g. risk sharing and continued access for access seekers) before allowing such
co-investment arrangements. Article 79 sets out new powers for the NRA to make
access and co-investment offers made by an SMP provider binding, in-lieu of
imposing SMP obligations. ComReg will consider any such proposals from
industry regarding such co-investment should they arise.

5.4 Supporting Connectivity and Network Resilience

5.19

5.20

5.21

5.22

ComReg and Government have a range of regulatory tools available to incentivise
infrastructure deployment into areas currently unserved by commercial networks.
In this context, it is ComReg’s goal that by utilising the regulatory toolkit,
ComReg’s activities will promote connectivity and/or incentivise
infrastructure rollout.

Competitive forces, if left to their own devices, will deliver ECS/ECN to a certain
level and quality. However, achieving high-

. . : . : Goal 3.2
quality connectivity beyond this level is unlikely
to be provided due to the uncommercial nature By utilising the regulatory
of network rollout in some geographic areas. toolkit, ComReg’s activities
will promote connectivity

and/or incentivise
infrastructure rollout.

ComReg also recognises that while useful, its
regulatory toolkit does have limitations in
addressing the connectivity problems facing
some end-users. Where other public bodies
have policy or legislative roles relating to the ECS sector and adjacent markets,
ComReg seeks to engage positively with such bodies and contribute to the wider
policy setting with DECC and other Government departments.

Licenses awarded as part of ComReg'’s recent MBSA2 included coverage
obligations to ensure that outdoor mobile voice coverage exceeds 99% of the
population and outdoor mobile data coverage at speeds greater than 30 Mbps
eventually exceeds 95% of the population.
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5.23

5.24

5.25

5.26

5.4.1

5.27

5.28

As set out in Chapter 4, ComReg maintains outdoor mobile coverage maps that
allow the public to check coverage details by operator. ComReg expects to
continue enhancing these maps with new features. In 2022 ComReg added 5G
outdoor mobile coverage to its mobile coverage maps.

Meeting the future needs of Irish consumers accessing data hungry applications
from mobile devices will likely require not only the improved coverage of mobile
networks, but also the ability of consumers and services to move seamlessly
between mobile and fixed broadband networks when making a call or using data
services. The rollout of fixed networks by commercial operators and NBI and the
availability of additional spectrum through future spectrum awards are key
enablers to meet this challenge.

ComReg had previously indicated there may be a case for more interventionist
measures to provide coverage in locations where it would not be commercially
viable. However, there are significant policy issues to be addressed, including
whether such measures are value for money, how target locations might be
chosen, and how any initiative would comply with EU State Aid rules. While it
would not be appropriate for ComReg to make policy choices, it can provide
expert input to inform consideration of possible mechanisms to secure coverage
outcomes beyond market-driven levels.

Over the coming period ComReg will also continue to engage with the Mobile
Phone and Broadband Taskforce to provide solutions to the broadband/phone
coverage deficit, and to investigate how to provide better services for consumers.

State Aid and Universal Service

Where the commercial and regulatory levers are insufficient to deploy networks,
public funding is bridging the gap to serve remote areas. The EU State Aid
Guidelines ensure that such funding does not distort competition in the market.
Over the last 15 years the Irish Government has invested in ECN through various
schemes®’, including the awarding of the NBP to National Broadband Ireland.

While not responsible for the NBP, ComReg does provide technical advice to
DECC on the NBP and has seconded staff to DECC to provide such assistance.
ComReg recognises that the NBI rollout, over time, may have implications for
regulation. At all times ComReg will consider the impact of the NBI rollout on the
state of competition in the relevant retail and wholesale markets.

57 Including through the Metropolitan area networks, National Broadband Scheme and National Broadband Plan

Page 61 of 100



Electronic Communications Strategy Statement: 2023-2025 ComReg 23/34

5.29

As discussed in Chapter 4, the purpose of Universal Service is to ensure
consumers have access at an affordable price to both adequate broadband and to
a voice communications service, including the underlying connection, at a fixed
location.

5.5 Network Security

5.30

5.31

5.32

5.33

5.34

The security of networks and services relates to the ability of ECN or ECS to resist
at a given level of confidence, any action that compromises the availability,
authenticity, integrity or confidentiality of those networks and services, of stored or
transmitted data or processed data, or of the related services offered by, or
accessible via, those ECN or ECS.

Ireland’s modern digitally connected society and economy is highly dependent on
reliable and secure ECN and ECS. They form the backbone of much of Ireland’s
critical national infrastructure providing connectivity to the essential services upon
which citizens rely, such as healthcare providers, energy providers, financial
institutions, emergency services and public administration. It is of paramount
importance that these vital networks and services are protected from the full range
of threats with an appropriate level of technical and organisational security
measures.

As part of measures to enhance the security of electronic communications
networks and services in Ireland announced by the Government in late November
2021, DECC published its consultation on the Electronic Communications
Security Measures (‘ECSMs”). The ECSMs are a detailed set of technical and
organisational measures that providers of public ECN and publicly available ECS
will be required to implement. DECC has recently issued its response to
consultation.

The Communications Regulation and Digital Hub Development Agency
(Amendment) Act 2023 gives ComReg compliance and enforcement powers in
respect of the implementation of the ECSMs by these providers. These new
statutory obligations and functions for ComReg will act as a minimum-security
baseline for providers of ECN and ECS. This requirement will further enhance and
secure the electronic communications infrastructure within the State.

Whilst many of the security measures outlined in the ECSMs reflect policies,
process and procedures already in place for many operators of ECN and ECS,
others will require significant changes to daily operations. Implementation of the
ECSMs will be a programme that will in some cases require significant
investments in time, financial and human resources. However, the costs of
recovering from an attack can often dwarf the cost of preventive security
measures both directly and indirectly having regard to the reputational risks and
damage such attacks can cause to operators, customers and consumers.
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5.35

5.36

5.37

5.38

5.39

5.40

ComReg 23/34

Given the dynamic nature of electronic communications services, the ECSMs
must be considered as “living documents” and will require regular revision.
Additional ECSMs will also need to be developed to reflect further innovations, for

example, the use of eSIM.

One of the threats to the security and resilience of ECS and ECN is a cyber-

attack. Because of the threat of a malicious security breach resulting in cyber-
attacks in Ireland, ComReg collaborates with Ireland’s National Cyber Security
Centre (‘NCSC’), part of DECC, which is the lead agency for Ireland within the

Cyber domain.

Operators are required to notify ComReg in the event of a breach of security
threshold or loss of integrity that has a significant impact on the operation of their
networks or services®. Where such reports are received, ComReg notifies when
required the NCSC, DECC, the European Network and Information Security

Agency (‘ENISA’) and the public.

ComReg interacts with the operator to ensure services are restored and actions
are put in place to mitigate against future similar breaches in Network Security.

There are many aspects to network security which do not fall within ComReg’s
remit, including for example, data privacy. Several other public bodies also have a
role in network security and resilience, including DECC, ENISA, the Data

Protection Commission (‘DPC’) Gardai and the
Defence Forces. The relevant agencies vary according
to the issue at hand and its potential impact. Effective
engagement with these stakeholders is necessary to
ensure appropriate oversight and consistency and to
avoid the duplication of activities. In this context, it is
ComReg’s goal that operators have appropriate risk-

Goal 3.3

Operators have appropriate
risk-based procedures in
place to manage network
security and resilience.

based procedures in place to manage network security and resilience.

Over the coming period, ComReg intends to undertake the following:

¢ Implementation of Electronic Communication Security Measures:
ComReg will develop the framework to enable the proportionate, transparent
and non-discriminate implementation of the ECSMs by providers of ECN or
ECS. Furthermore, ComReg will be responsible for the assessment,
compliance, audit and enforcement of operator ECSM obligations on an on-
going basis. ComReg will maintain the ECSMs relevance by updating on a
regular basis as required and develop additional ECSMs which are focussed
on other areas of security relevance as the networks and technology on which

they are based evolves.

¢ See ComReg Document 14/02a and ComReg Document 19/98

Page 63 of 100



Electronic Communications Strategy Statement: 2023-2025 ComReg 23/34

5.6 Network Resilience

5.41

5.42

5.43

5.44

5.45

The resilience of an ECS or ECN®’ relates to the ability of that ECN to return to its
normal state following a disruptive incident. The resilience of a network can be
compromised in its core and in its distribution and access sections, all of which
can then impact the network operator, its customers, and other providers of ECS
and/or ECN who rely on wholesale access or interconnection. Network and
service outages can cause significant disruption to end-users resulting in
economic, financial, and societal losses. While ComReg recognises that ‘force
majeure’ events can and will happen, resulting in an unavoidable temporary loss
of service, it is essential that all reasonable precautions and processes are in
place to ensure continuity of supply. It is therefore essential that adequate
precautions and investments are made to ensure continuity and availability of
networks and the services provided over these networks.

The interconnectivity and interoperability of networks has become increasingly
important, particularly regarding the resilience of networks and assurances around
the continuity of services. Resilience is an issue, not just for individual networks
and services but also because of the increased potential for problems arising from
the interdependence of networks and services. This includes, for example, the
interrelationship between mobile and fixed networks.

ComReg considers whether there is a risk of market failure which could cause
operators to underinvest in the security and resilience of networks and services.
There is a potential market failure with respect to systemic risks — risks that could
affect the whole industry. Investments in mitigating systemic risk would benefit all
end-users, not just the customers of the operator making the investment. On the
other hand, if all operators are exposed to the same systemic risk, then there will
be no competitive disadvantage if the risk crystallises — so there is a reduced
commercial incentive to mitigate it.

Providers of publicly available ECN/ECS are required to manage the integrity and
security of their networks and services’’. They are also required to take
appropriate technical and organisational measures to manage risks to the security
of such networks and services. Such a risk-based approach should lead operators
to prevent, resist, mitigate and recover from threats to security and resilience of
networks and services they provide.

To ensure that network resilience is effectively managed, operators should have a
comprehensive understanding of all relevant risks to which they are exposed and
analyse those risks.

59 ComReg’s activities in respect of the resilience of ECS and ECN is limited to Reg 23 & 24 of the Framework
Regulations and Article 40 & 41 of the EECC
70 Under Regulation 23 of the Framework Regulations and Articles 40 & 41 of the EECC

Page 64 of 100



Electronic Communications Strategy Statement: 2023-2025 ComReg 23/34

5.46 In the context of ComReg’s Goal 3.3 relating to network security and resilience,
over the coming period, ComReg intends to undertake the following projects:

e Collaboration: ComReg will continue to work with relevant stakeholders where
matters of network resilience have an impact. One such matter which ComReg
has been and is currently engaging with the operators on, is the risk of power
outages due to electricity generation shortfall. ComReg first engaged with
operators in October 2021 because of the risk of possible power outages over
winter 2021/2022. The purpose of this ongoing engagement is to ensure
operators are factoring into their risk assessments the increased risk of power
outages across the national grid.

e Network Resilience: ComReg continues to engage with the industry in
assessing the risk management practices of ECS/ECN providers. The project
focuses on risk and resilience in the different aspects of ECS/ECN network
functions, for both fixed and mobile networks and services. The focus of this
work will be reviewed in line with the obligations and functions set out in the new
Communications Regulation and Digital Hub Development Agency (Amendment)
Act 2023.

e Economic and Societal Cost of a Network Incident: ComReg has
commissioned a study to investigate the impact of network incidents and to
develop a model which can give an indication of the economic and societal cost
of such events. The outcome of this assessment could be used to inform
ComReg on future regulatory intervention.

e Climate Change and its Effect on Network Resilience in Ireland: ComReg
has published a study by Frontier Economics’’ to investigate how climate
change has been affecting ECN, and to understand what providers of ECN are
doing to mitigate against these affects. ComReg will review the findings from this
study and may further explore any of these which could be of added benefit to
the resilience of ECN in Ireland.

e Network Operations Annual Report: ComReg publishes an annual network
operations report relating to its activities.

¢ ENISA Annual Incident Report: ComReg will continue to report incidents to
ENISA on an annual basis, in line with its statutory obligations.

"1 https://www.comreg.ie/publication/climate-change-and-its-effect-on-network-resilience-a-study-by-frontier-
economics
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5.7 Nuisance Communications

5.47

5.48

5.49

5.50

5.51

Nuisance communications, means unwanted, unsolicited communications
generally directed at large groups of the population. Nuisance communications
often have the intent to mislead the receiver, so that they unknowingly provide
sensitive personal information. This in turn can enable the criminal to perpetrate
fraud.

Irish society and its economy have become ever more reliant on
telecommunications technology. It is deeply integrated into all areas of the
economy and society, however, this constant in our lives comes with its own
threats and vulnerabilities. Fraud, which is perpetrated by using ECS and ECN,
and particularly nuisance communications, has become a low-risk form of crime.

The reduced cost and increased availability of means has seen fraud in the form
of nuisance communications rise substantially in Ireland. Our daily use of ECS
and ECN is exploited by criminals, who use social engineering type attacks — for
example vishing, smishing and CLI spoofing, with the intention of illegally
acquiring personal consumer information, ultimately to abet financial fraud.

At its heart, this fraud is the abuse of telecommunications products (mainly
telephones and mobile phones) or services with the intention of illegally acquiring
money from a communication service provider or its customers. Criminals prey on
our daily use of electronic devices and continuously seek out new ways to exploit
vulnerabilities and access information. The reduced cost and increased availability
of enabling-equipment means this type of fraud is on the rise.

As an English-speaking country, Irish residents are targeted disproportionately
compared with their EU counterparts. This is because fraudsters can move
seamlessly between other English-speaking countries, targeting their resources
where scam communications are most likely to have the highest success rate. It is
inevitable that fraudsters will continue to target (and commit more fraud in) those
countries, and particularly English-speaking ones, that remain vulnerable to
telecommunications related fraud. Ireland must therefore proceed with haste in
the best interests of our society, businesses, and residents and ComReg is
pleased to play its part in that response.
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5.52

5.53

5.54

5.55

5.56

The latest available Central Statistics Office (“CSQ”) publication on crime
indicates that nuisance communications continue to grow. While the data relates
to fraud more broadly, and not solely to fraud conducted via nuisance
communications, the CSO notes that the 90% year-on-year increase in 2021 was
“largely driven by unauthorised transactions and attempts to obtain personal or
banking information online or by phone”’?, matching similar experiences abroad.

Aware of the damaging effects and complexity of nuisance communications, and
the pressing need for a cross-industry effort to combat the problem, ComReg, in
December 2021, announced the formation of the NCIT’3. The NCIT held its first
meeting under an independent Chair in February 2022. In addition to ComReg
itself, there are fifteen industry members’# who collectively carry the bulk of calls
and SMS messages that are delivered to Irish users.

The NCIT began by bringing together representatives of the telecommunications
industry to, amongst other things:

e discuss potential interventions to be applied to networks to minimise/mitigate
the volume and effect of nuisance communications;

¢ develop an implementation roadmap to ensure that the interventions are
implemented by the appropriate network and/or service providers as quickly as
possible in line with the expected timelines of the deliverable of the taskforce;
and

o facilitate an effective means for industry to collaborate and share information
over the long term should nuisance communications evolve or should a
network/networks come under a sustained nuisance communications attack.

The focus for ComReg and the NCIT is to restore trust in telecommunications
services by putting in place interventions to reduce the prevalence of the
damaging effects of nuisance communications and their impact on Irish
consumers and society.

NCIT success requires the support and expertise of the entire telecommunications
industry, including international gateway providers, and the strong endorsement of
its work by the CEQ’s’® concerned. ComReg readily accepts that it is these
companies who operate and run Ireland’s telecommunications networks and
therefore have the greatest concentration of know-how and resources needed to
tackle this problem.

2. CS0 “Recorded Crime Q1 2022" accessible here https://www.cso.ie/en/releasesandpublications/ep/p-rc/recordedcrimeq12022/
3 ComReg Information Notice 21/129

4 BT Ireland, Blueface, Colt, Eircom, Imagine Communications, Intellicom, Magnet, Sky Ireland, Tesco Mobile, Three, Twilio,
Verizon, Viatel, Virgin Media, Vodafone

> To that end, CEOs of NCIT member organisations have signed a Code of Conduct that commits members to uphold that and the
NCIT Terms of Reference.
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5.57

5.58

5.59

The NCIT has now scoped several interventions and agreed high-level technical
specifications which, when implemented, should notably lessen the quantity of
nuisance communications currently being experienced in the State. ComReg
notes:

e The implementation phase of the NCIT is underway, with operators now free to
proactively deploy interventions;

e A Do Not Originate (“DNQ”)’ trial took place over the month of September
2022 with the assistance of relevant organisations, and was subsequently
made available by ComReg to all organisations wishing to avail of the
protection it offers from October 2022 onwards’’; and

e Each intervention design encompasses the gathering of metrics to help
evaluate and monitor the effectiveness of the intervention.

Given the extent of the fraud and the damaging effect it continues to have on trust
in Irish telecommunications services, at an NCIT meeting on 4 January 2023,
members agreed that the NCIT should continue beyond its initial 12 months. A
new Terms of Reference was also agreed’®, with an emphasis on members of the
NCIT to be fully focused on rapid implementation and accelerated deployment of
these interventions.

Going forward, further work will be required by the telecommunications industry to
address other, more complex vulnerabilities and to help stymie new or evolving
types of nuisance communications. Such tasks may include, but are not limited to:

e delivering on agreed member’s implementation roadmaps to ensure that the
interventions are implemented by the appropriate network and/or service
providers as quickly as possible;

e providing metrics as per agreed technical specifications and in line with the
expected timelines of the deliverable of the taskforce;

¢ undertaking a gap analysis to identify further measures that may be taken,
including more dynamic interventions;

e proactive monitoring of trends in nuisance communications both in Ireland and
abroad,;

S Many organisations use phone numbers for inbound-only calls to provide a wide variety of services to consumers. Fraudsters
sometimes originate calls to look like they are coming from these numbers to trick consumers into answering the calls, This is an
activity known as spoofing. To address the problem, ComReg has now compiled a Do Not Originate” or “DNO” list, comprising phone
numbers that are never used for outbound calls and so can be blocked by operators.

" See www.comreg.ie/dno and ComReg document 22/86a

8 Nuisance Communications: Agreed revised Terms of Reference for Nuisance Communications Industry Taskforce, 23/12.
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e formalising inter-operator and cross-sector cooperation and coordination;

¢ identifying actions for industry and ComReg to raise consumer awareness of
scams;

¢ ultimately, developing an overarching long-term national strategy to combat
nuisance communications; and

e contributing to international regulatory initiatives to promote an international
approach, as appropriate.

5.60 ComReg looks forward to the continuing work of the NCIT in the months ahead,
together with the full and active commitment of all its members and other
interested parties.
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Chapter 6

6 Compliance and Enforcement

6.1

6.1

6.2

6.3

Introduction

Regulation is only effective when regulated entities comply with their regulatory
obligations. ComReg'’s strategic intent relating to compliance and enforcement is
that regulated entities comply with regulatory requirements. This intent
supports and underpins the effectiveness of the previous three strategic intentions

Strategic Intent 4: Regulated entities comply with regulatory
requirements.

What does this look like? |e Regulated entities are at all times fully cognisant
of their obligations and comply with them.

e Regulated entities are deterred from
contravening their obligations.

e There is an institutionalised culture of
compliance in regulated entities.

ComReg’s statutory functions in respect of compliance and enforcement can be
divided into two categories: to ensure regulated entities comply with their
regulatory obligations and to ensure that the radio spectrum is managed in an
efficient and effective manner.

ComReg’s enforcement strategy includes the following elements:

e Culture of Compliance: The first best situation is where regulated entities
comply voluntarily with their obligations and have an internal culture of
compliance.

¢ Active Monitoring: Using a variety of information and data sources, the
monitoring of regulatory obligations ensures markets develop properly.

e Targeted Enforcement: Resources are directed toward enforcement activities
in a way that maximises the effectiveness of the regime.

o Effective Deterrence: The effectiveness of the regime depends not only on
bringing non-compliant conduct to an end but also on its impact in terms of
deterring future non-compliance.
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6.4

In principle, the elements of ComReg’s enforcement strategy form a virtuous circle
where regulated entities come into compliance with respect to targeted conducts,
allowing the regulator to refocus compliance and enforcement activities, and so
on.

Figure 10: Optimal Enforcement

Active Market
Monitoring

Culture of Targeted

Compliance Enforcement

Effective
Deterrence &
Regulatory
Powers

6.2 Different Enforcement Settings

6.5

6.2.1

6.6

In relation to the electronic communications sector, ComReg has a number of
principal areas of responsibility in respect of compliance and enforcement:

Spectrum Management,

Market Surveillance Authority for the Radio Equipment and Electromagnetic
Compatibility Directives, collectively Product Safety,

Wholesale (SMP) regulation,
Competition law enforcement, and

Consumer protection.

Compliance and enforcement in the context of spectrum
management

ComReg has a statutory function to manage the radio frequency spectrum in
Ireland. This includes:

Page 71 of 100



Electronic Communications Strategy Statement: 2023-2025 ComReg 23/34

e Monitoring and supervising compliance with conditions attached to spectrum
rights of use (e.g. the general authorisation and licence conditions);

¢ Monitoring the use of the radio spectrum to detect unauthorised use and
taking appropriate enforcement action; and

¢ Investigating instances of harmful interference reported by licensees and the
general public and taking appropriate enforcement action.

6.7 Regarding the unauthorised use of spectrum, the typical issues that arise include:
¢ the unlicensed use of the radio spectrum,
e non-renewal of licences, and

¢ the use of equipment that is non-compliant with the relevant legislation for
which ComReg is the designated Market Surveillance Authority 2.

6.8 ComReg also undertakes a proactive series of monitoring activities which includes
drive testing mobile networks to assess compliance with coverage obligations and
conducting surveys to ensure compliance with non-ionising radiation limits.

6.2.2 Compliance and Enforcement in the context of Product Safety

6.9 Market surveillance of radio equipment is a requirement of the EU Single Market
and ensures that radio equipment placed on the market, are manufactured to a
minimum standard and can be used safely and with confidence by End Users.
ComReg, as the Irish Market Surveillance Authority (‘MSA’) for the Radio
Equipment®' and Electromagnetic Compatibility Regulations®” undertakes market
surveillance to ensure that non-compliant radio equipment is identified, tested,
seized and / or removed from sale.

6.10 ComReg’s Product Safety Unit, operating within ComReg’s narrow remit, is
responsible for conducting market surveillance of products falling within the scope
of the Radio Equipment and Electromagnetic Compatibility Directives with specific
focus on those products most likely to cause harmful interference to the radio
spectrum.

9 The European Union (Radio Equipment) Regulations 2017 S.I 248 of 2017.
80 European Communities (Electromagnetic Compatibility) Regulations 2017, S.1 69 of 2017.
¢ European Union (Radio Equipment)Regulations 2017, S.I. No. 248 of 2017.
& European Communities (Electromagnetic Compatibility )Regulations 2017 S.I. 69 of 2017
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6.2.3

6.11

6.12

6.13

6.2.4

6.14

6.15

Compliance and enforcement in the context of SMP regulation

ComReg may impose ex-ante obligations on undertakings where they are found
to have SMP. These ex-ante obligations are remedies to competition problems
identified in the regulated markets. ComReg is responsible for monitoring and
enforcing compliance with such SMP obligations.

Competition problems stemming from SMP are only considered to be mitigated
when an operator identified as having SMP, complies with the full suite of ex-ante
obligations that ComReg has imposed on it. While partial compliance may be
sufficient to encourage market entry, access seekers’ confidence to continue to
invest may continue to be undermined if, for example, they discover that they
have been treated in a discriminatory fashion or that access requests have been
unnecessarily delayed. For this reason, every instance of non-compliance has the
potential to seriously damage competition.

In addition to the SMP obligations, there are various obligations monitored and
enforced by ComReg arising under the EU regulatory framework for electronic
communications and under national legislation. ComReg also has a role in
relation to disputes between undertakings in the sector.®*

Ex-Post Competition Law

Following the introduction of the Communications Regulation (Amendment) Act
2007, ComReg was given the additional function of investigating competition law
breaches in the ECS sector®®, and shares this responsibility with the CCPC.
ComReg has the power to carry out an investigation pursuant to a complaint or on
ComReg’s own initiative. Such investigations are carried out on an ex-post basis,
(i.e. after the fact) where the purported anti-competitive behaviour has either
occurred or is ongoing. Investigation can occur in markets where ex-ante
regulation applies in addition to unregulated markets.

The Competition (Amendment) Act 2022 was signed into law on 29 June 2022
and transposes the ECN+ Directive in Ireland. This Act, when commenced, will
provide ComReg with significant new competition powers. This legislation
provides for a system of non-criminal enforcement of certain provisions of
competition law and the issuing of prohibition notices in response to certain
suspected infringements of competition law.

83 Disputes may arise under Regulation 31 of the Framework Regulations, Section 57 of the 2002 Act, and
Regulations 4, 5, 6, 7, 8 and 9 of the Broadband Cost Regulations and Article 5 of the EECC.

84 Further details in relation to ComReg’s role under competition law and the investigation of such complaints is set out
in its Guidance Notice on Competition Complaints. Guidance on the Submission of Competition Complaints relating to
the Electronic Communications Sector, Information Notice, ComReg Document 10/110, December 2010
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6.16

6.17

6.2.5

6.18

It also provides for a system of enforcement and administrative (non-criminal)
penalties in relation to certain breaches of competition law, including by the
imposition of non-criminal structural and behavioural remedies and certain non-
criminal financial sanctions.

The Act also increases the level of penalties that can be imposed for certain
criminal offences for breach of competition law and introduces a range of new
procedural offences designed to enhance the investigation and enforcement of
competition law in Ireland. The Act puts in place a new regime pursuant to which
such sanctions may be imposed by ComReg (or the CCPC) and also how they
may be confirmed by, or appealed to, the High Court. Finally, the Act introduces a
cartel leniency programme in Ireland, something Ireland has not had to date. The
stated intention of the Act is to ensure that competition authorities have
independence, sufficient resources, and appropriate power of enforcement. These
enforcement powers will apply to prohibitions on undertakings from engaging in
anti-competitive agreements and practices and the abuse of a dominant position.

Compliance and enforcement in the context of consumer protection

ComReg is responsible for monitoring and enforcing compliance by ECN / ECS
service providers and PRS providers with a variety of consumer protection
provisions. The principal consumer protection laws include the end-user
provisions of the EECC?®®, the ePrivacy Regulations®®, the 2002 Act, the PRS
Act®’, the Consumer Rights Act 2022%¢, and obligations on undertakings pursuant
to their General Authorisation. The Consumer Rights Act 2022 will give effect to
the Directive on the sale of goods®’ and to the main provisions of the Directive on
the better enforcement and modernisation of Union consumer protection rules®.
The Consumer Rights Act 2022 consolidates and updates existing consumer law;
ComReg will continue to have responsibility for enforcement of the provisions
relating to electronic communications services and to uphold rights and remedies
in consumers contracts for the supply of non-digital services.

85 Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing the
European Electronic Communications Code (Recast)

86 S.1. No. 336/2011 - European Communities (Electronic Communications Networks and Services) (Privacy and
Electronic Communications) Regulations 2011.

87 Communications Regulation (Premium Rate Services and Electronic Communications Infrastructure) Act 2010
88 Consumer Rights Act 2022

89 Directive (EU) 2019/1771 of the European Parliament and of the Council of 20 May 2019 on certain aspects
concerning contracts for the sale of goods, amending Regulation (EU) 2017/2394 AND Directive 2009/22/EC, and
repealing Directive 199/44/EC

9 Directive (EU) 2019/2161 Enforcement and Modernisation ( the omnibus Directive)
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6.19 ComReg will also have an enhanced enforcement function under the Consumer
Protection Act, 2007 (“the 2007 Act”) in respect of unfair, misleading, aggressive
and prohibited commercial practices in transactions for electronic communications
networks and services and premium rate services. In keeping with the enhanced
enforcement provisions in the Omnibus Directive®’, ComReg will have the same
powers under the Act which are available to the CCPC including power to accept
undertakings and issue fixed payment notices and compliance notices.

6.20 There are several reasons for opening investigations relating to consumer
protection. ComReg chiefly investigates complaints and emerging trends arising
from contacts to the Consumer Line and website and makes an assessment to
determine their validity. However, ComReg may also open own initiative
investigations to monitor and assess the general conformance to regulatory
obligations. As discussed in Chapter 4, the key issues investigated and monitored
by ComReg relate to billing issues, contract terms, and informed consent to
bill/provide ECS and PRS. In addition to the new provisions of the EECC,
ComReg also monitors compliance with the Net Neutrality Regulations®? and
Intra-EU Calls Regulations®.

6.3 Culture of Compliance

6.21 ComReg’s view is that regulated entities should
be fully cognisant of their obligations, comply
with them and have an internal culture of Regulated entities are pro-
compliance. It is therefore ComReg’s goal that | active in ensuring their own
regulated entities are pro-active in ensuring | compliance.
their own compliance. ComReg continues to
encourage operators to have robust internal controls to prevent and detect non-
compliance.

6.22 Regulated entities, particularly those subject to obligations aimed at ensuring non-
discrimination, may choose to put in place operational and governance measures
with the specific purpose of promoting principles of compliance at all
organisational levels. When implemented effectively, such measures can ensure
compliance, and reduce the need for regulatory intervention and thereby promote
effective and sustainable competition.

91 DIRECTIVE (EU) 2019/2161 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 November 2019
amending Council Directive 93/13/EEC and Directives 98/6/EC, 2005/29/EC and 2011/83/EU of the European
Parliament and of the Council as regards the better enforcement and modernisation of Union consumer protection
rules

928.1. No. 343/2019 - European Union (Open Internet Access) Regulations 2019

95 EUROPEAN UNION (RETAIL CHARGES FOR REGULATED INTRA-EU COMMUNICATIONS) REGULATIONS
2020
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6.23

6.24

6.25

6.26

ComReg considers the following industry practices are essential for promoting a
culture of compliance:

e Support and commitment from senior management for internal compliance
programmes.

¢ A clear and enforced policy on compliance, including appropriate disciplinary
procedures, prohibiting non-compliant behaviours at all levels.

¢ Oversight of compliance programmes by a separate monitoring body such as
an internal audit committee, represented at a senior level with adequate
resources, independence and authority.

¢ Risk-based internal controls, designed to ensure compliance that are regularly
reviewed and maintained.

e Systematic, effective, and documented monitoring of internal controls and

e Regular communication, guidance, and training on compliance programmes at
all levels of an organisation.

ComReg considers that having an effective, proportionate, and dissuasive
regulatory enforcement regime will help foster an awareness of the need for an
appropriate culture of compliance within industry. A consequence of a poor culture
of compliance may be that undertakings adopt internal interpretations of
regulatory obligations that diverge from the intended meaning and purpose. Such
interpretations may enhance an undertaking’s commercial interest to the
detriment of other stakeholders or competition and may put the undertaking at risk
of non-compliance.

ComReg offers detailed information on applicable regulations (e.g. through public
Consultation, Response to Consultation, Decision Instrument or guidance
documents and in publication of enforcement decisions). An important purpose of
providing guidance on the meaning and effect of regulatory obligations is to
facilitate the identification of practices that are likely to be non-compliant. In this
context, ComReg will monitor the practices and behaviours of undertakings and
take enforcement action, where appropriate.

In addition, where appropriate, ComReg offers guidance on its enforcement
powers and practices to ensure industry have a comprehensive understanding of
their regulatory obligations and adhere accordingly. Over the coming period,
ComReg will consider whether it is appropriate to publish further information and
guidance on certain aspects of its compliance investigation practices and
methodologies. In addition, ComReg will utilise engagement and dialogue to help
foster the desired behaviours within industry, where necessary.
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6.27 The EECC introduces new regulations and also brings new operators into the
scope of ComReg’s jurisdiction (e.g. providers of OTT services). On a case-by-
case basis it may be necessary to engage directly with undertakings to ensure
they are fully aware of the relevant obligations. ComReg will publish any
guidelines explicitly required under the EECC.

6.4 Eircom’s Regulatory Governance Model
6.28 Eircom’s Regulatory Governance is overseen by ComReg in two principal ways:

¢ the obligation for a Statement of Compliance (‘SOC’) as required under the
2018 WLA/WCA Decision and the 2020 WHQA Decision, and

e the Settlement Agreement (‘SA’) entered into with Eircom in 2018 the parties
agreed to a set of commitments (‘RGM undertakings’). When fully
implemented, the RGM undertakings will result in the establishment and
operation of an enhanced Regulatory Governance Model (‘RGM’) in Eircom.

6.29 Since the SA, ComReg has observed and evaluated the functioning and
effectiveness of the RGM. The Performance Agreement (‘PA’), an annex to the
SA, sets out a number of Milestones relating to key RGM undertakings. While
most Milestones were met by Eircom, ComReg has advised Eircom in June 2021
that the requirements of the final Milestone, Milestone 4, were not met and, under
the terms of the SA, ComReg has withheld the funds in escrow relating to
Milestone 4.

6.30 In the presence of the RGM, ComReg continues to have concerns on whether
competition in markets where Eircom is subject to SMP regulation is as effective
as it could be. Also, of concern is whether adequate attention has been paid by
Eircom to governance measures to ensure compliance with PIA related remedies.
Over the coming period ComReg will review the effectiveness of existing PIA
related remedies generally. ComReg has and will continue to observe and
evaluate the functioning and effectiveness of the RGM in general, for example
through review of the SOC’s as they are notified. ComReg may also assess
Eircom’s governance arrangements in the context of a historical review of the
development of competition in multiple regulated markets, and may consult on
whether other additional measures could produce the foundation needed to
enable or expedite effective competition in future and permit the de-regulation of
markets downstream from PIA.

6.5 Active Monitoring

6.31 ComReg actively monitors the markets it regulates to ensure they function in a
way that is consistent with the legal and regulatory obligations imposed in those
markets. ComReg does this in a number of ways:
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6.32

e regular and timely collection of relevant market data and information

¢ direct monitoring of regulatory obligations (e.g. wholesale pricing tariffs)

¢ the review of price lists and product documentation

e engagement with industry, either directly or through various fora

¢ the monitoring of queries and complaints to ComReg’s consumer care line
¢ the monitoring of online fora and social media

¢ engagement with other public and regulatory bodies (e.g. the CCPC)

ComReg continuously observes and monitors operator activities in the market. In
addition, where appropriate, ComReg uses tools such as mystery shopping and
social listening to inform its retail compliance activities. Where an area of potential
concern is identified, ComReg will investigate.

6.6 Targeted Enforcement

6.33

6.34

ComReg’s compliance and enforcement activities in the different enforcement
settings are underpinned by internal processes (including evidence gathering,
report writing and legal review) and firmly rooted in the legal and regulatory
regime. ComReg’s investigations are often complicated or multifaceted and must
be conducted in a manner that is impartial and procedurally correct. This
combination of complexity and a desire to respect due process means that
investigations may take time to complete. In this context, it is ComReg’s goal that
ComReg’s compliance and enforcement activities are conducted using fair
and objective processes and are targeted and prioritised appropriately.

In anticipation of ComReg receiving the necessary enforcement powers (e.g.
powers to impose administrative financial sanctions), ComReg will continue to
evolve its enforcement practices and methodologies. In addition, over the coming
period, ComReg will consider whether it is appropriate to publish further
information and guidance on certain aspects of its compliance investigation
practices and methodologies.
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6.35 The different enforcement settings in which
ComReg operates mean that a prioritisation
approach needs to be tailored to the relevant
circumstances.

6.36 In the spectrum management context,
ComReg's radio frequency interference (‘RFI’)
complaints approach endeavours to direct
ComReg resources to the cases of harmful

ComReg 23/34

ComReg’s compliance and
enforcement activities are
conducted using fair and
objective processes and
are targeted and prioritised
appropriately.

interference that have the greatest impact on the complainant’s ability to provide
services. ComReg aims to respond to cases which are exceptional in nature
immediately and prioritise RFI related complaints accordingly, with clearly defined
complaint response times.®* In the context of product safety, ComReg adopts a
risk-based approach to the prioritisation of cases. ComReg’s approach to any
Economic Operator will be broadly informed by the attitude of the Economic
Operator toward its obligations. This dynamic is captured in Figure 11 below:

Figure 11: Radio Equipment Surveillance Enforcement

PRODUCT SURVEILLANCE ENFORCEMENT

ATTITUDE TO COMPLIANCE

COMREG'S APPROACH

Full force of the law

Non-compliance

General Non-
compliance

Willing to Comply

Deter by detection

9 Further detail on Radio Interference Investigations can be found on our website here:
https://www.comreg.ie/industry/radio-spectrum/spectrum-compliance/radio-interference/
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6.37

6.38

In wholesale regulation, enforcement is prioritised in cases where an SMP
operator’s behaviour has greatest potential to harm competition — both directly
and by reducing the confidence of other operators in the effectiveness and
predictability of the regulatory regime. Breaches which come to light as a result of
a SMP operator’s own internal control system may be of a lower priority if they are
transparently reported, proactively and effectively remedied, and the failure of
controls which led to the breach is also addressed. However, ComReg will also
take into account the severity of the breach when deciding whether to prioritise
enforcement action.

In the consumer protection context, cases may be prioritised using an assessment
of the importance of the obligation concerned in ensuring that end-users are able
to choose and use communications services with confidence. This assessment
may be informed by trends in complaints received from the general public made
via ComReg'’s consumer team and ComReg’s website. There is a focus on
ensuring price, choice and quality are protected with a focus on monitoring
compliance with contract obligations, billing, switching, net neutrality and seeking
redress. ComReg regards with particular severity any breaches of obligations
intended to ensure access to ECAS because of the obvious importance of
emergency calling. In the context of PRS, ensuring clear informed consent is
provided is a key concern.

6.7 Effective Deterrence

6.39

6.40

ComReg uses its existing enforcement powers to bring criminal and civil actions

against non-compliant ECN / ECS and PRS
service providers. Regulatory breaches harm

consumers, firms, industry, and competition ComReg has an effective
generally. Effective enforcement powers and set of powers to incentivise
sanctions ensure that there is a genuine compliance and effectively

deterrent, both to the party being punished and | monitor and enforce.
to other regulated parties in the market. In this
context it is ComReg’s goal that ComReg has an effective set of powers to
incentivise compliance and effectively monitor and enforce.

The Communications Regulation and Digital Hub Development Agency
(Amendment) Act 2023 and related Ministerial SI's and the Sl transposing the
Code (SI 444 of 2022) provides for a new enforcement regime including the power
to impose administrative financial sanctions and updates ComReg’s investigation
powers. Adjudication is provided for as a mechanism for determining breaches
and imposing remedies such as consumer refunds, compensation, requirement to
cease and/or remedy a breach.
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6.7.1

6.41

6.42

6.43

Investigations

Under the Communications Regulation and Digital Hub Development Agency
(Amendment) Act 2023, where an Authorised Officer appointed by ComReg
suspects on reasonable grounds that a person has committed or is committing a
regulatory breach, they may issue a ‘notice of suspected non-compliance’ (a
‘NSNC’) to the person in question (the ‘Notified Person’). ComReg may also
publish the NSNC on its website. The NSNC will set out the grounds of the
Authorised Officer’s suspicion and inform the Notified Person of their right to make
submissions in response. The Authorised Officer will also provide the Notified
Person with the materials relied upon in reaching a view on the suspected non-
compliance.

Prior to commencing an investigation into the suspected breach (or during the
course of this investigation provided an adjudicator has not made a final decision),
the Communications Regulation and Digital Hub Development Agency
(Amendment) Act 2023 specifies that ComReg and the Notified Person may:

e Enter into an agreement to resolve the issue;

e Enter into binding commitments proposed by the Notified Person to address
the breach, and the finalised commitments will be published on the ComReg
website once agreed and executed; or

e Reach a settlement to resolve the issue, following which the Authorised
Officer shall prepare a report setting out the relevant details (including any
administrative sanctions to be imposed on the Notified Person) and the matter
will be referred to adjudication on consent.

Authorised Officers may conduct detailed investigations into the suspected
breaches and, in addition to the existing powers under the 2002 Act, including the
power to enter premises/vehicles and seize documents and other records as
required, the Communications Regulation and Digital Hub Development Agency
(Amendment) Act 2023 grants Authorised Officers additional powers to:

¢ Require certain individuals in a position to facilitate access to computers and
other data equipment in a given premises/vehicle to assist the Authorised
Officer in this regard; and

e Seize any computer or other equipment as the Authorised Officer considers
appropriate.
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6.44

6.7.2

6.45

6.46

6.47

6.48

Following an investigation into the suspected non-compliance, an Authorised
Officer will either close the investigation without taking any further action or, where
the Authorised Officer still suspects that a breach has occurred, prepare a
Referral Report and, subject to Commissioner consent, refer the matter for
adjudication.

Adjudication

The Communications Regulation and Digital Hub Development Agency
(Amendment) Act 2023 provides that the Minister will appoint persons nominated
by ComReg to form a panel of adjudicators, who will be independent in the
performance of their functions and will have had no role in the investigation.

On confirmation that a matter has been referred to adjudication by an Authorised
Officer, the Notified Person can make written submissions on the Referral Report.
The Communications Regulation and Digital Hub Development Agency
(Amendment) Act 2023 will equip the adjudicators with the following powers
similar to those of the High Court:

¢ directing ComReg or one or more of the parties to answer questions, adduce
evidence, produce books and documents, or clarify an issue of fact,

e conducting an oral hearing

e summoning a witness to appear to give evidence or attend an oral hearing
(including on oath or affirmation).

Non-compliance with the adjudicators’ directions or a witness summons will be an
offence and may have the following consequences:

¢ On summary conviction, to a fine not exceeding €5,000 or a term of
imprisonment not exceeding 6 months (or both); or

¢ On conviction on indictment, to a fine not exceeding €250,000 or a term of
imprisonment not exceeding 5 years (or both).

Having considered all evidence presented, the adjudicators may make a decision
as to whether, on the balance of probabilities, the Notified Person has committed
a regulatory breach. Where the adjudicators determine that a regulatory breach
has occurred, they may impose measures deemed necessary to remedy the
breach, including:

¢ Ordering the payment of a financial penalty, where considered necessary, not
exceeding:
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o in the case of a company, €5 million or 10% of the company’s annual
turnover; or

o in the case of a natural person, €500,000 or 10% of the individual’s annual
income.

¢ Ordering the payment of a refund and/or compensation to the end-user where
they have been unfairly impacted by the breach in question; and

¢ Ordering the suspension or withdrawal of the Notified Person’s general
authorisation, where the adjudicator considers that there have been serious or
repeated breaches by the Notified Person.

6.49 All decisions of the adjudicator must be confirmed by the High Court, who will
uphold the decision unless it considers it to be disproportionate, erroneous or
containing an error of law. A Notified Person may appeal the adjudicators’
decision to the High Court within 28 days of the decision (this deadline may be
extended in extenuating circumstances).

6.7.3 New Market Surveillance Regulations

6.50 The new Market Surveillance Regulation (EU) 2019/1020 (“MSR”)% seeks to
improve and modernise market surveillance, by addressing certain shortcomings
of the previous market surveillance framework®®, notably, complex supply chains
involving internet sales and third country (non-EU) sellers.

6.51 The MSR aims to strengthen market surveillance in Europe, with provisions for
customs authorities and e-commerce operators. In addition, certain obligations
now extend to fulfilment service providers®’, and a contact is required in the EU
for products from third countries.

6.52 A number of pieces of product legislation are covered, including the Radio
Equipment, Electromagnetic Compatibility Directive and Low Voltage Directives.
Further, it proposes the creation of a Single Liaison Office (‘SLO’) for each
Member State, and an EU-wide Product Compliance Network (‘PCN’), which shall
address general, horizontal issues of market surveillance, with a view to
enhanced effectiveness and cooperation between Member States.

% https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32019R1020

% https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32008R0765&from=EN

o Defined in the MSR as “...any natural or legal person offering, in the course of commercial activity, at least two of the
following services: warehousing, packaging, addressing and dispatching,...”
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6.53 The European Parliament®® while discussing the legislation noted that End Users
“face risks when buying or working with potentially dangerous goods. Non-
compliant goods may also ruin the environment. Secondly, businesses face unfair
competition from non-compliant businesses: total compliance costs have been
estimated to amount to 0.48 % of a company's turnover and are not faced by non-
compliant businesses”. It identified 4 main objectives:

i. reinforcing market surveillance cooperation procedures among Member
States;
ii. increasing operational enforcement capacity;
ii. strengthening the enforcement toolbox available to market surveillance
authorities; and
iv. promoting compliance by making information on EU harmonised legislation

more accessible.

6.54 The MSR came into force on 16th July 2021 and while the Regulation has direct
application, for enforcement reasons it is necessary for each relevant government
department in the State to produce its own implementing legislation to support the
relevant product legislation.

6.55 Over the coming period, ComReg will continue to engage with DECC for the
legislative changes that are essential to ensure ComReg has the necessary
powers and resources to ensure the market surveillance provisions of the MSR
can be implemented as envisaged.

% https://www.europarl.europa.eu/RegData/etudes/BRIE/2018/615652/EPRS_BRI(2018)615652 EN.pdf
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Chapter 7

7 ComReg’s Organisation

7.1 Introduction

7.1 ComReg operates in a challenging and rapidly evolving environment, both in
terms of the markets ComReg regulates and the policy context. ComReg strives
to be an active and agile organisation, capable of responding to the rapidly
changing environment and addressing issues that affect ComReg’s ability to fulfil
its Mission in a timely manner.

Strategic Intent 5: ComReg is an effective, agile, and relevant

regulator

What does this look like? e ComReg is regarded as a thought leader where
its views are valued by others, both
domestically and internationally.

e ComReg provides a high level of public value.

7.2  This Chapter sets out goals associated with our strategic intent to be an effective,
agile, and relevant regulator. ComReg’s ability to deliver on its Mission is
determined by four key drivers of organisational success:

¢ An Informed Regulator with a deep understanding of the sector;
¢ Proactive Stakeholder Engagement;

e Our Evolving Mandate; and

e Our People and Processes.

7.3  Success under these four headings contributes to a greater likelihood of overall
success for ComReg in achieving its strategic intentions set out in the previous
chapters, and ultimately, its mission.

7.2 ComReg as an Informed Regulator

7.4  For ComReg to be an informed regulator, it must have access to high-quality and
reliable data in a timely manner and a skilled staff who can undertake analysis to
produce high-quality research and insights. ComReg uses data and information
from a wide range of sources in a number of ways. For example:
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7.5

7.6

7.7

7.8

¢ Regulatory decision-making: ComReg has a responsibility to ensure that
regulatory decisions arise from timely, objective analysis based on high-quality
and accurate data.

e Monitoring, compliance and enforcement: ComReg performs a variety of
compliance monitoring and enforcement roles, such as compliance with
spectrum licensing conditions.

¢ Informing industry and end-users: ComReg collects data and statistical
information to provide information to consumers and industry. This statistical
data is made publicly available on ComReg’s website.

ComReg also needs to have a comprehensive m
understanding of the incentives facing industry

operators. In this context, we collect information ComReg ha_s a deep

to help identify market trends and likely sources | Understanding of the

of market failure which help facilitate the markets ComReg regulates
achievement of ComReg’s strategic intentions. and related markets.

In this respect, ComReg’s goal is to have a
deep understanding of the markets ComReg regulates and related markets.

Where timely and accurate data can be collected from ECS / ECN providers and
relevant OTT providers, ComReg aims to minimise the burden on those who must
source and gather such data. Where necessary,
ComReg may use its legal powers under the .

Act and/or statutory instruments to gather data Th‘? regular a'?d timely
and information from industry. Insofar as is delivery of reliable and

possible, ComReg tries to tailor its use of these accurate data supports

legal powers and work with industry to collect rObl_‘s_t eviden.ce-based )
data on a voluntary basis. decision-making, effective

market monitoring and
ComReg’s second goal related to data is informed action.
therefore that the regular and timely delivery of
reliable and accurate data supports robust evidence-based decision-making,
effective market monitoring and informed action.

In addition to data gathered directly from ECS / ECN providers and relevant OTT
providers, ComReg seeks to supplement its data requirements using insights
gathered from a variety of sources, including consumer research through market
research, research undertaken by others (e.g. the Economic and Social Research
Institute (‘ESRI’)) and data acquired by ComReg from specialist third parties.
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7.9

7.10

7.11

In line with Ireland’s Open Data Strategy, ComReg is engaging in a process to
identify appropriate data sets for publication in Open Data format. ComReg has
adopted an “Open by Default” approach to data, ensuring that data collected as
part of its regulatory duties will be considered for publication as Open Data,
subject to any necessary restrictions (e.g. due to confidentiality).

ComReg’s Data Portal hosts data relating to its Quarterly Key Data Report
(‘QKDR’). ComReg has re-balanced its publication of data such that an increased
volume of raw data and charts are now presented on the Data Portal itself, with
the QKDR also revised to only present key metrics. Over the coming period,
ComReg’s data portal will continue to grow and will become a significant source of
data relating to the ECS sector.

Related to these two goals, over the coming period ComReg plans a number of
key initiatives:

e Data strategy: ComReg views data as an asset. With the increasing volume
and depth of data sources that are being processed by ComReg to inform
regulatory decision making, the organisation’s data strategy needs to align with
these ongoing developments. To this end, there is a need for robust and
reliable data with best-in-class people skills, efficient processes and best
practice use of technology to ensure ComReg can fulfil its ongoing
requirements. ComReg will continue to develop its data strategy to meet these
needs.

e Data Skills: ComReg will continue to develop and deliver continuous
improvements in data skills for staff through both formal and informal training.

e Open Data and Publicly Available Data: ComReg will continue to identify
further opportunities to share information on key metrics and ensure that
relevant data is released under its ‘Open by Default standard.

e Market Intelligence Data Project: The aim of the Market Intelligence Data
Project is to have a stable data request for operators and minimise additional
ad-hoc data requests and to ensure the timely availability of granular
information. Over the coming period the Revenue and Mobile Market dataset
will be reviewed.

e ComReg Research: Over the period of this ECS Strategy, ComReg will
undertake research relating to the markets it regulates, network rollout and the
experience of consumers.

¢ Third Party Independent research: ComReg will continue to support the work
of others, such as the ESRI, the Organisation for Economic Co-operation and
Development (OECD) and Centre on Regulation in Europe (CERRE). Engaging
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with these researchers gives ComReg access to new data sources and
techniques not otherwise available to the organisation.

7.3 Stakeholder Engagement & Advocacy

7.12

713

7.14

7.31

7.15

ComReg has a wide range of stakeholders ranging from individual consumers and
their representative groups, through electronic and postal communication
operators and their industry representative groups, to domestic government
stakeholders (e.g. DECC) and international bodies such as the ITU, the RSPG,
the European Regulators Group for Postal
Services (‘ERGP’), Ofcom UK, BEREC and the
European Commission. One of ComReg’s
organisational values is transparency, and it
sees honest engagement with all stakeholders
as highly beneficial. In this context, it is
ComReg’s goal that ComReg is proactive on
engagement with a range of stakeholders.

ComReg is proactive on
engagement with a range of
stakeholders.

Where appropriate, ComReg acts as a knowledgeable and informed regulator,
seeking to represent, educate, advocate, and inform others about the ECS sector,
developments in telecommunications technologies and evolving relationship
between the sector and adjacent sectors. We do this through a number of
channels, including research and documents we publish, participation at various
fora (e.g. the Mobile and Broadband Taskforce) and attendance at Oireachtas
Committee hearings.

ComReg regularly collaborates with government Departments, public bodies and
other regulatory bodies in Ireland through fora such as the Economic Regulators
Network (‘ERN’) and Digital Regulators Group (‘DRG’). ComReg values
participation in such groups as they allow for knowledge sharing, better regulatory
responses to cross-cutting matters (such as digital markets) and act as fora to
develop collective contributions to policy debates. The Online Safety and Media
Regulation Act 2022 established a new Regulator, An Coimisitin na Mean®®, to
oversee and enforce new and updated regulatory frameworks for broadcasting,
audio-visual media services and online safety. ComReg looks forward to
continuing to engage with An Coimisiun na Mean on areas of mutual interest.

Engagement with Industry

ComReg recognises the need to tailor its communication to different stakeholder
groups. Our engagement takes a number of forms, including:

% The Online Safety and Media Regulation Act 2022 dissolved the BAI and established Coimisiun na Mean
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e Formal consultation;
¢ Industry and stakeholder forums;
e Our Industry Websites; and
e Oireachtas Committees.
7.16 Over the coming period, ComReg plans a number of key industry initiatives:

e Communications strategy: ComReg will ensure that its Communications
Strategy is flexible and adaptable to meet the changing demands and needs
of all its stakeholders in the sector.

¢ Mobile and Broadband Taskforce: The Government renewed the mandate
of the Mobile and Broadband Taskforce in 2021. Over the period covered by
this Strategy, ComReg will continue to support the work of the Taskforce.

¢ Public Stakeholder Events: Over the period covered by this ECS Strategy
Statement, ComReg intends to host a number of stakeholder events, including
stakeholder webinars and a national conference. ComReg held a national
conference in March 2023.

7.3.2 Engagement with Consumers and the Public

7.17 As set out in Chapter 4, Consumer Engagement is critical to ensure consumers
know their rights, including new consumer rights set out in the EECC and
associated national legislation. Our engagement with individual consumers
includes contact by phone and email. We engage with the wider public through
the provision of information on our website and on social media, and engagement
through consumer news; radio and press advertising.

7.18 In 2020, we introduced our consumer brand, ‘ComReg Connects’, to help ensure
consumers and the general public can identify ComReg as a brand at the forefront
of consumer protection, capturing the essence of who we are and what we stand
for.

7.19 ComReg is committed to continuing to
provide ‘trusted advice and support’. We Com Reg
will continue to do this through Trusted Advice and Support
transparent communication that uses
easy to understand language throughout our engagement with consumers and the
public.
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7.20 In addition, we offer several tools to assist consumers in choosing and using
communication services with confidence. Further details on our Consumer and
Public engagement can be found in Chapter 4.

7.4 International Activities

7.21 The nature of the ECS sector requires international collaboration and harmonised
approaches. This international collaboration facilitates the development of an
open and competitive environment in which innovation, creativity and competition
can thrive. ComReg contributes to regulatory policy discussions and inputs to
regulatory decision making in an international setting. ComReg manages and
develops Irish regulatory input to the development of European and international
policy, standards, and legislation.

7.22 ComReg continuously engages with a range of regulatory bodies at an
international level, including through BEREC, EaPeReg'"’, with Ofcom (UK), the
OECD, the RSPG and the CEPT. In some instances, ComReg has taken
leadership roles in these bodies, in recognition
of its standing as an expert-led and knowledge-
driven regulator._International cooperation and
knowledge sharing with such bodies is key to
effectively tackling the challenges that we face
as regulators in the digital world.

ComReg contributes to and
learns from international
best practice.

7.23 ComReg seeks to contribute to and learn from the best practices of others and
devotes considerable resources to understanding the regulatory analyses and
decisions made by its international colleagues. As a small island nation in the EU,
Ireland and ComReg can learn a lot from colleagues in other countries, but also
share expertise with others when ComReg has greater knowledge or experience
in the area of interest. In this context, it is ComReg’s goal that ComReg
contributes to and learns from international best practice.

7.5 Our Evolving Mandate and Role

7.24 As a statutory body, ComReg operates within a defined legislative framework. For
ComReg to be an effective and relevant regulator, it must operate in an
appropriate legal context and have proper and sufficient powers to regulate
effectively.

7.25 In this context it is ComReg’s goal to ensure that it actively engages with the
evolution of the market, including adjacent and related markets, and to ensure
that ComReg’s legislative mandate evolves to enable it to deliver effectively.

00 Eastern Partnership Electronic Communications Regulators Network (EaPeReg)
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7.26

1.27

7.51

7.28

7.29

ComReg will continue to advocate for any legislative changes that it considers
necessary to ensure the enforcement regime in the ECS sector includes the
effective deterrence mechanisms. The 2020 Programme for Government

recognised that for ComReg to be an effective m
and robust regulator it must have enhanced

enforcement powers including the power to ComReg actively engages
impose administrative financial sanctions, as with the evolution of the
other regulators and EU member states can, market, including adjacent
and this is reflected in the new enforcement and related markets, and
regime contained in the Communications ensures the legislative
Regulation and Digital Hub Development mandate evolves to enable
Agency (Amendment) Act 2023 and related ComReg to deliver
Ministerial SI's and the Sl transposing the Code | effectively.

(S1 444 of 2022). In addition, the Competition
Amendment Act 2022, which transposed the ECN+ Directive'®! in Ireland,
included significant enhancements to ComReg’s competition enforcement powers,
in particular the introduction of an administrative financial sanctions regime.

The Consumer Rights Act 2022 transposes a number of relevant EU Directives
and updates various provisions on consumer rights and remedies in relation to
contracts for the supply of non-digital services, unfair contract terms, and
information and cancellation rights. This legislation brings about a number of
positive changes for consumers, including stronger consumer rights, protections
and remedies across a number of key areas.

Regulating for the Digital Age

The growing focus of regulation at an EU level has been on digital services and
the need for digital platform regulation. Digital platforms generally rely on the
generation, collection, processing, analysis, and exploitation of data to operate
and improve their service offerings. The EC has put forward proposals to address
issues arising in digital markets and digital platforms.

ComReg has engaged with the ERN and DRG on the topic of digital regulation.
ComReg has also continued to contribute to the work of BEREC, in particular,
contributing to the drafting of BEREC’s Response to the EC’s Public
Consultations on the Digital Services Act Package in 2020"°2,

97 Directive (EU) 2019/1 of the European Parliament and of the Council of 11 December 2018 to empower the
competition authorities of the Member States to be more effective enforcers and to ensure the proper functioning of the
internal market.

192 https://berec.europa.eu/eng/document_register/subject_matter/berec/others/9411-berec-response-to-the-public-
consultation-on-the-digital-services-act-package-and-the-new-competition-tool
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7.30 ComReg may have a role under the EU Cybersecurity Strategy for the Digital

7.31

Decade namely the repeal of Article 40 and 41 from the EECC to the proposed
Network and Information Security Directive 2 (“NIS2”) in respect of the entity:
providers of public electronic communications networks.

ComReg’s role in respect of electronic privacy is evolving with the development of
the proposed EU e-Privacy Regulation, while in the interim ComReg’s monitoring
and enforcement role continues under the 2002 Privacy and Electronic
Communications Directive.

7.32 ComReg has a number of activities planned relating to Goal 5.5:

e ¢eIDAS: The EU Electronic Identification and Trust Services for Electronic

Transactions in the Internal Market Regulation (the ‘eIDAS’ Regulation) sets
out rules for electronic identification and establishes a legal framework for the
supervision of trust service. These services are intended to make online
business transactions more trusted and secure. DECC proposes to assign
ComReg the role of Supervisory Body to oversee providers of trust services in
Ireland. The most secure trust services are designated “qualified” trust services
and are subject to special requirements under eIDAS Regulation. ComReg is
also to undertake the obligation to maintain and publish a qualified trust service
provider list and services established in Ireland.

¢ Free Flow of Data Regulation: The Free Flow of Non-Personal Data

Regulation is a regulation to remove unjustified barriers to the movement of
non-personal data in the EU and thus to assist in unlocking the potential of
Europe’s Data Economy. ComReg is engaging with DECC regarding assuming
a number of roles (the “Single Contact Point” and the “Single Information Point”
for Ireland) under this Regulation in Ireland.

7.6 Environmental Sustainability

7.33

7.34

The Climate Action and Low Carbon Development (Amendment) Act 2021 calls
on relevant public bodies to perform their functions in a manner consistent with
the Irish Government'’s climate policies, in so far as practicable. As a ‘relevant
body’, ComReg seeks to be an organisation that values environmental
sustainability. Environmental sustainability in this context is concerned with
mitigation (i.e., reducing/minimizing the negative environmental impact caused by
human activity) and adaptation (i.e., measures taken in the face of adverse
weather conditions caused by climate change).

ComReg coordinates with DECC on the Government’s annual Climate Action
Plans under the Climate Action and Low Carbon Development (Amendment) Act
2021. ComReg has three specific actions in the most recent Climate Action Plan,
CAP23:
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Climate Action Plan

o Action AD/23/12: Where appropriate, implement the findings and key take-
aways from the report on ComReg’s network resilience project: ‘Climate
Climate Change and its Effect on Network Resilience in Ireland’.
zc:!on P]!an ~ | e Action AD/23/13: Collate and review the various methodologies available
ctions for to calculate the environmental impact of ECN and promote the harmonisation
2023 of such measurement indicators across the EU
e Action CE/23/9: ComReg will begin work on considering consumer
information actions to inform consumer choice aimed at driving
improvements to the environmental sustainability of the electronic
communications sector
Climate e Action #63: ‘Understand the effects of climate change on telecoms
Action Plan — networks’%
Actions for e Action #64: ‘Understand the potential role that regulators of electronic
2022 communications sector can play in decarbonisation’

7.35 ComReg also collaborates with DECC to response to the Climate Change
Advisory Council’s (‘CCAC’) annual adaptation scorecard review for the
Communications Sector. ComReg remains in contact with the Environmental
Protection Agency (‘EPA’) regarding publications and workshops concerns the
ICT aspect of critical infrastructure.

7.36 ComReg is a member of the BEREC Working Group on Sustainability. ComReg
contributed to the 2021 BEREC report ‘Assessing BEREC's contribution to limiting
the impact of the digital sector on the environment’’’* and featured as one of three
NRA case studies. This report highlighted the lack of common measurement
methodologies for the environmental impact of ECS/N.

7.37 Inlight of the key takeaways of this first report, the Sustainability Working Group’s
current workstream seeks to explore the environmental indicators which, if widely
adopted on a harmonised basis, would give an accurate and reliable picture of the
environmental impact of ESC/N, and allow for comparison across operators. The
draft BEREC report ‘Sustainability Indicators for Electronic Communications
Networks and Services’ went out for public consultation'*®, following a series of
workshops and surveys sent to industry and NRAs. This report should be read in
the context of the European Commission’s ongoing work in this area, which also
outlines that there exist other environmental impacts of digital ecosystem other
than Greenhouse Gas ((GHG’) emissions, including critical materials for device
production, biodiversity, waste etc.

193 ComReg has published a study by Frontier Economics to investigate how climate change has been affecting ECN. See ComReg
Document 22/100 and 22/100a

194 BEREC Gr{iErU#55 468

19 Public consultation via the BEREC website from March 15th— April 12th 2023
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7.38

7.39

ComReg also continues to undertake market research regarding consumer’s
views on the importance of environmental sustainability in their choice of
electronic communications provider. In a survey in 2022, over 3 in 5 (63%) of
respondents in Ireland stated that environmental sustainability is an important
factor when choosing a mobile phone provider.

ComReg issued a Call for Inputs (CFI1) in 2019'°° to better understand the
relationship between connectivity and decarbonisation. The results from this CFI
were published in 2020"%7, and the four identified use cases (transport, electricity,
industry and agriculture) have highlighted the enabling effect that the application
of certain technologies can have on reducing GHG emissions.

7.7 Our Organisation

7.40

7.41

7.42

Unless ComReg has the people, expertise, and processes to carry out its
functions, it cannot deliver for consumers. The quality of ComReg’s people is a
key part of its ability to achieve its Mission over the remainder of ComReg'’s five-
year strategy.

As the labour market approaches full employment, there is strong competition for
professional talent from both the private sector and the public sector. In competing
with the private sector for key specialist skills, ComReg can be disadvantaged by
restraints regarding remuneration. To counteract this, ComReg invests in
measures to make ComReg an employer of choice by being a great place to
work. We strive to create this environment by encouraging a culture of respect,
engagement, collegiality and wellbeing. People are given opportunities to use and
develop their skills and competence. Using our “Respect Charter” to set standards
against which we measure ourselves, ComReg places a strong focus on diversity
and on sustaining a values-based culture. In this environment, we aspire to
ensure that people are respected and nurtured and can therefore thrive and do
their best work.

ComReg realises that the ability to offer blended working is a significant benefit in
terms of attracting and retaining talent. We have embraced the blended working
model and staff are dividing their time between in-office and home working. The
organisation is committed to a future where blended working will be commonplace
and is collaboratively designing a working model taking into account the needs of
the individual and the needs of the organisation. The focus on blended working
has led to an increase in digital skills and general agility.

% ComReg doc 19/126
197 ComReg doc 20/43
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7.43

7.44

7.45

7.46

7.47

The organisation has invested in a holistic wellbeing programme available to all
workers. ComReg realises that the stresses of everyday life can impact on
productivity and enjoyment of work. We believe that by providing opportunities to
take time out to partake in activity, to listen to experts in a variety of fields, to
discuss topics impacting on wellbeing, we provide an environment where people
are more aware of the importance of self-care.

ComReg is an equal opportunity employer. We embrace talent and commitment
irrespective of gender, background, nationality or ability. The organisation is
populated by a mix of Engineers, Economists, Accountants, Lawyers, Data
Analysts, public policy analysts together with other professions. The ratio of male
to female graduates in some of these disciplines can be skewed. This can be
apparent in some of our recruitment competitions where we see a lack of gender
balance in applicants for some roles. We are focusing on addressing this. In
addition, we are working with women within the organisation on specific issues. In
this context, it is ComReg’s goal that ComReg has sufficient resources to fulfil
its organisational strategy.

Over the coming period, ComReg will continue
to focus on supporting and retaining its existing
talent pool as it recruits additional staff to fulfil
its Mission and evolving mandate. As new
functions are added to its mandate, ComReg
will continue to strike an appropriate balance between in-house resources and
outsourcing.

ComReg has sufficient
resources to fulfil its
organisational strategy.

As part of ComReg’s resource planning process, ComReg is analysing its
evolving regulatory mandate and the skillset required to deliver on its remit up to
the end of 2023. As our mandate evolves, additional resources will likely be
required. ComReg is currently discussing its role regarding new
functions/responsibilities with DECC, including resourcing and financing matters,
and this is likely to result in a request for permission to increase staffing levels.

It is important in a sector as dynamic as

electronic communications that ComReg ComReg maintains an
continually seeks to enhance the skills, agile, skilled, and
knowledge, and capacity of its staff, to ensure motivated organisation.

that the organisation remains up-to-date and

relevant. This also contributes to staff satisfaction and staff retention, which can
be a challenge for a public sector organisation like ComReg. In this context, it is
ComReg’s goal to maintain an agile, skilled, and motivated organisation.
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7.48

7.49

7.50

7.51

7.52

The ability to achieve this goal is largely contingent on the competence and ability
of our staff and leaders. ComReg invests in enabling our staff to develop their
technical and professional skills through be-spoke development initiatives,
coaching, peer to peer learning, technical and professional training, and the option
to partake in formal education.

ComReg’s success as an organisation also depends on the structures within
which its staff work as well as the systems and processes that support them.
ComReg recognises the necessity of being responsive and having the flexibility as
an organisation to react to unanticipated situations. ComReg must be structured
so that decisions are made in a timely, transparent, replicable, and robust manner
and that all processes run effectively, efficiently, and reliably. However, ComReg
must be flexible enough to adapt to a continuously changing sector. In this context
ComReg’s goal is that in line with best practice, ComReg has efficient and
effective policies, processes, and systems.

At all times, ComReg seeks to be an organisation that values environmental
sustainability. ComReg has undertaken a number of green initiatives in recent
years to lower the carbon footprint of its offices and activities, in line with best
practice and the Public Sector Climate Action Mandate.

Goal 5.8
As a named public body under the Official

Languages Act 2003, ComReg is obliged to In line with best practice,
provide a range of services as Gaeilge. ComReg has efficient and
ComReg’s second Irish Language Scheme effective policies,
commenced on 21 December 2020 and processes, and systems.
includes a number of commitments to ensure

services as Gaeilge are provided to anyone who wishes to carry out their
business with ComReg through Irish. It shall remain in force for a period of 3
years. The Official Languages (Amendment) Act 2021 includes a number of new
provisions for public bodies:

e An objective that by 2030 20% of new recruits to the public sector and the
Civil Service be proficient in Irish.

e A provision to end the language scheme system and replace it with a system
of language standards.

e A provision to ensure that communications with a public body on social
media are answered in the same language.

e A provision requiring public bodies to ensure that at least 20% of their annual
advertising is in Irish.

e A provision to ensure application forms are available in Irish.
The new provisions will be implemented by ComReg over a period of time.

Page 96 of 100



Electronic Communications Strategy Statement: 2023-2025 ComReg 23/34

7.593

7.54

7.55

7.56

ComReg has a number of obligations under the Disability Act 2005. In line with
these obligations, ComReg ensures that the public areas of its building are
accessible to people with disabilities and that its public services are accessible to
people with disabilities.

ComReg also has obligations under the Irish Human Rights and Equality
Commission Act 2014. ComReg is committed to meeting its statutory obligations
under the Human Rights and Equality Commission Act 2014. The Act establishes
a positive duty on public bodies to promote equality, prevent discrimination and
protect the human rights of its staff and all of those with whom it engages
including staff, service users and stakeholders alike.

ComReg has put in place measures to ensure that consideration is given to
human rights and equality in the development of policies, procedures,
engagement with stakeholders and the discharge of all of ComReg’s statutory
functions. The Public Sector Equality and Human Rights Duty (“the Duty”) finds
expression both internally in a range of HR and staff policies and externally in the
manner in which ComReg deals with consumers and other stakeholders. The
Duty is also reflected in ComReg’s Consumer Charter. In addition, ComReg has
in place a host of policies and procedures to ensure that all ComReg’s services
are accessible to as wide a range of users as possible.

Over the coming period, ComReg plans a number of key initiatives:

e Carbon Footprint: The CAP23 commits that public sector bodies will
complete their individual Climate Action Roadmaps by the end of Q1 2023.
ComReg’s forthcoming roadmap explains how the organisation aims to meet
the requirements of the Public Sector Climate Action Mandate as set out in
CAP21 - and as updated in CAP23 -and reach its 2030 carbon and energy
efficiency targets. The ComReg Roadmap is based on the SEAI/EPA Public
Sector guidance for the preparation of Climate Action Roadmaps. In
accordance with the guidance, this first Roadmap is focused on ComReg’s
plans for reducing total energy related emissions and fossil fuel related
emissions from its operations. The scope of the roadmap may be expanded in
future iterations to include other non-energy greenhouse gases, indirect
emissions, and adaptation to climate change. ComReg will continue to put in
place necessary measures, where possible, in order to reduce its Carbon
Footprint, in line with the government’s annual Climate Action Plan and other
initiatives.

¢ Flexible and Remote Working: ComReg sees many benéefits in offering staff
the option of working between home and the office in a blended way for part-
of the week. These benefits extend beyond enhanced staff engagement and
employee value proposition to a positive impact on emissions and the overall
environment. Our staff also see these benefits and have given their input via
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surveys and virtual workshops. Rather than dictating how the blended model
would work, ComReg conducted an “experimentation phase”. Over six
months, we trialled various types of blended arrangements to identify the most
beneficial for the organisation and the people of the organisation. This was
measured via surveys, discussions, and data analysis. Our new blended
working policy took effect in January 2023 and is working effectively to date.

¢ Irish Language Scheme 2020 - 2023: ComReg will ensure the availability of
staff who can speak Irish in its consumer services division to assist with all
consumer queries and complaints as Gaeilge. We have commenced an
initiative to provide Irish language training to staff at a beginner and
intermediate level. In 2023 a new Irish Language Scheme will be finalised.

e Accessibility — ComReg will ensure that relevant consumer documents and
information on its website are provided in an accessible format to consumers.

¢ Internal processes: As a general matter, ComReg will seek to further
automate its processes to improve efficiencies within the organisation and
assist in delivering a better service to stakeholders. Where new policies and
processes are put forward by Government, ComReg aims to implement such
policies in a timely and efficient manner.
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Chapter 8

8 Glossary

ADR: Alternative dispute resolution

BCRR: Broadband Cost Reduction Regulations

BEREC: Body of European Regulators for Electronic Communications
CAP: Consumer Advisory Panel

CCPC: Competition and Consumer Protection Commission

CEPT: European Conference of Postal and Telecommunications Administrations
CERRE: Centre on Regulation in Europe

ComReg: Commission for Communications Regulation

DC: Dedicated Capacity

DECC: Department of the Environment, Climate and Communications
DGA: Data Governance Act

DMA: Digital Markets Act

DSA: Digital Services Act

EC: European Commission

ECAS: Emergency Call Answering Service

ECN: Electronic Communications Network

ECS: Electronic Communications Service

ECSMs: Electronic Communications Security Measures

EECC: European Electronic Communications Code

elDAS: Electronic Identification, Authentication and Trust Services
ENISA: European Network and Information Security Agency

ERGP: European Regulators Group for Postal Services

ERN: Economic Regulators Network

eSIM: Embedded-SIM, a form of SIM card directly integrated in a device
ESRI: The Economic and Social Research Institute

EU: European Union

FACO: Fixed Access Call Origination

FTTC: Fibre to the Cabinet

FTTH: Fibre to the Home

GHz: Gigahertz, a unit of frequency

HHI: Herfindahl-Hirschman Index

IAS: Internet Access Service

loT: Internet of Things

ISDN BR/BRA: Integrated services digital network basic rate/basic rate access
ISDN: Integrated services digital network

ITU: International Telecommunication Union

ITRS: Irish Text Relay Service

LEO: Low Earth orbit
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M2M: Machine-To-Machine, referring to wired or wireless communication between
devices

MAN: Metropolitan area network

Mbps: Megabits per second, a measure of internet bandwidth or speed

MBSAA1: First Multi-Band Spectrum Award

MBSA2: Second Multi-Band Spectrum Award

MHz: Megahertz, a unit of frequency

MNO: Mobile Network Operator

MVNO: Mobile Virtual Network Operator

NBI: National Broadband Ireland

NBP: National Broadband Plan

NBS: National Broadband Scheme

NCSC: National Cyber Security Centre

NGN: Non-Geographic Numbering

NIICS: Number Independent Interpersonal Communications Services

NIS1 or NIS Directive: Directive on Security of Network and Information Systems
NIS2 or NIS2 Directive: Revised Directive on Security of Network and Information
Systems

NRA: National Regulatory Authority

NRRS: Network Resilience, Reliability and Security

ODPC: Office of the Data Protection Commissioner

OECD: Organisation for Economic Cooperation and Development

OTA: Over-The-Air, referring to wireless transmissions or connections through a network
OTT: Over-The-Top, streaming services or content delivered via an internet connection
PIA: Physical Infrastructure Access

PRS: Premium Rate Services

PSTN: Public Switched Telephone Network

QKDR: ComReg’s Quarterly Key Data Report

QoS: Quality of Service

RFI: Radio frequency interference

RFTS: Retail Fixed Telephony Service

RGM: Regulatory Governance Model

RSP: Retail Service Providers

RSPG: Radio Spectrum Policy Group

SIP: Single Information Point

SMP: Significant Market Power

USO: Universal Service Obligation

USP: Universal Service Provider

VHCN: Very High-Capacity network

WACC: Weighted Average Cost of Capital

WCA: Wholesale Central Access

WHQA: Wholesale High Quality Access

WLA: Wholesale Local Access
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