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1.

Introduction

Background

1.

Regulation (EU) 2015/2120' of the European Parliament and of the Council,
adopted on 25 November 2015, laid down measures concerning open internet
access and amended Directive 2002/22/EC on universal service and users’ rights
relating to electronic communications networks and services and Regulation (EU)
531/2012 on roaming on public mobile communications networks within the Union.

The Body of European Regulators for Electronic Communications (BEREC)
published guidelines on the Net Neutrality Regulations (“the Regulations”) in August
20162, and subsequently published updates and clarifications to these guidelines®
in June 2020. The BEREC Guidelines, drafted in accordance with Article 5(3) of the
Regulations, are designed to provide guidance on the implementation of the
obligations of National Regulatory Authorities (“NRAS”). Specifically, this includes
the obligations to closely monitor and ensure compliance with the rules to safeguard
eqgual and non-discriminatory treatment of traffic in the provision of internet access
services and related end-users rights as laid down in Articles 3 and 4. These
Guidelines constitute recommendations to NRAs, and NRAs should take utmost
account of the Guidelines. The Guidelines should contribute to the consistent
application of the Regulations, thereby contributing to regulatory certainty for
stakeholders.

Article 5(1) of the Regulations provides inter alia that NRAs shall publish reports on
an annual basis regarding their monitoring and findings, and provide those reports
to the European Commission (“EC”) and to BEREC.

The European Union (Open Internet Access) Regulations 2019 (S.I. No. 343/2019)
(“the Enforcement Regulations”) were signed into law by Minister Richard Bruton on
9 July 2019. These conferred on ComReg the ability to enforce the provisions of the
Regulations. The absence of such enforcement regulations was noted in each of
the three previous annual reports.

Whereas in the Digital Economy and Society Index (“DESI”)* 2019, the Ireland
country report noted an absence of rules on the penalties for breaching the net
neutrality rules, the DESI 2020 telecoms chapter® notes that “as of 12 July 2019,
ComReg has been granted powers to impose penalties for breaching net neutrality
rules.”

1 Regulation (EU) 2015/2120 of the European Parliament and of the Council of 25 November 2015 (“the
Net Neutrality Regulations”)

2 BoR (16) 127 - BEREC Guidelines on the Implementation by National Regulators of European Net
Neutrality Rules

3 BoR (20) 112 - BEREC Guidelines on the Implementation of the Open Internet Regulation

4 Ireland country report 2019 available here

5 Ireland telecoms chapter 2020 availble here
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6. ComReg commenced a number of relevant investigations within the reporting period
and references to these are provided within this report.
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Publication of Reports

7. The BEREC Guidelines state that reports must be published on an annual basis,
and NRAs should publish their annual reports by 30 June for the periods starting
from 1 May to 30 April. As well as being published, the reports should be provided
to the Commission and to BEREC.

8. BEREC provided guidelines in relation to the required content of implementation
reports and these reporting requirements were further clarified by BEREC in a
questionnaire issued to NRAs in April 2020. This report is guided by both.

9. This s the fourth Implementation Report published by ComReg in relation to the Net
Neutrality Regulations.
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2. Overview

General

8.

10.

11.

12.

13.

14.

15.

ComReg is the national regulatory authority for the purposes of Regulation (EU)
2015/2120 in Ireland.

ComReg continues to employ specialist staff to support its responsibilities in respect
of net neutrality.

ComReg devotes considerable resources to relevant BEREC workstreams related to
net neutrality and to engage with its peer NRAs to ensure that its approach to net
neutrality is consistent with that being taken by regulators across the European Union.

ComReg'’s priorities regarding Open Internet Access remain as advised in the last
two reports and entail a focus on (i) general monitoring tools; (i) a site-specific
measurement technique and (iii) publicly available QoS checking solutions.

A preliminary version of (i) is being deployed. A solution to (ii) has also been
developed for use in enforcement cases. Regarding (iii), ComReg expects to deliver
a solution within the next reporting period.

On 19 December 2019, ComReg reported® that it had issued 7 Notifications of Non-
Compliance for breaches of Net Neutrality Regulations, pursuant to Article 4 of the
Regulations and Regulation 8 of the Enforcement Regulations.

Since 29 November 2015, providers of internet access services had been legally
required to include a range of information in consumer contracts relating to:
o traffic management;
¢ minimum, normally available, maximum and advertised download and upload
speed of in the case of fixed networks;
¢ estimated maximum and advertised download and upload speeds in the case
of mobile networks; and
o remedies available to the consumer where there is a relevant discrepancy
regarding speed or other quality of service parameters.

ComReg had been monitoring compliance with these requirements and, with the
enactment of the Enforcement Regulations, took formal enforcement action against
providers who, it appeared, had not been providing the required information in their
customer contracts. Notifications of Non-Compliance’ relating to a range of breaches
have been issued to:

o Digiweb Limited

6 https://www.comreg.ie/comreg-issues-7-notifications-of-non-compliance-to-internet-service-

providers-for-breaches-of-net-neutrality-rules/

7 Opinions of Non-Compliance with respect to 6 of these 7 cases were issued by ComReg in
May 2020. See here for more information.
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e Imagine Communications Ireland Limited

e Pure Telecom Limited

e Three Ireland (Hutchison) Limited

e Three Ireland Services (Hutchison) Limited
e Virgin Media Ireland Limited

e Vodafone Ireland Limited

16. Further detail on ComReg’s monitoring of the implementation of the net neutrality

regulations is set out below. For ease of reference the details are ordered according
to the Articles of the Regulations.
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3. Safeguarding of open internet

aCcCess

Provisions of Article 3

17.

Provisions are as follows:

1. End-users shall have the right to access and distribute information and content, use and provide
applications and services, and use terminal equipment of their choice, irrespective of the end-user’s or
provider’s location or the location, origin or destination of the information, content, application or service,
via their internet access service.
This paragraph is without prejudice to Union law, or national law that complies with Union law, related
to the lawfulness of the content, applications or services.
2. Agreements between providers of internet access services and end-users on commercial and
technical conditions and the characteristics of internet access services such as price, data volumes or
speed, and any commercial practices conducted by providers of internet access services, shall not limit
the exercise of the rights of end-users laid down in paragraph 1.
3. Providers of internet access services shall treat all traffic equally, when providing internet access
services, without discrimination, restriction or interference, and irrespective of the sender and receiver,
the content accessed or distributed, the applications or services used or provided, or the terminal
equipment used.
The first subparagraph shall not prevent providers of internet access services from implementing
reasonable traffic management measures. In order to be deemed to be reasonable, such measures shall
be transparent, non-discriminatory and proportionate, and shall not be based on commercial
considerations but on objectively different technical quality of service requirements of specific categories
of traffic. Such measures shall not monitor the specific content and shall not be maintained for longer
than necessary.

Providers of internet access services shall not engage in traffic management measures going beyond

those set out in the second subparagraph, and in particular shall not block, slow down, alter, restrict,

interfere with, degrade or discriminate between specific content, applications or services, or specific
categories thereof, except as necessary, and only for as long as necessary, in order to:

(@) comply with Union legislative acts, or national legislation that complies with Union law, to which the
provider of internet access services is subject, or with measures that comply with Union law giving
effect to such Union legislative acts or national legislation, including with orders by courts or public
authorities vested with relevant powers;

(b) preserve the integrity and security of the network, of services provided via that network, and of the
terminal equipment of end-users;

(c) preventimpending network congestion and mitigate the effects of exceptional or temporary network
congestion, provided that equivalent categories of traffic are treated equally.
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4 .Any traffic management measure may entail processing of personal data only if such processing is
necessary and proportionate to achieve the objectives set out in paragraph 3. Such processing shall be
carried out in accordance with Directive 95/46/EC of the European Parliament and of the Council®. Traffic
management measures shall also comply with Directive 2002/58/EC of the European Parliament and of
the Council® ( 2).

5 .Providers of electronic communications to the public, including providers of internet access services,
and providers of content, applications and services shall be free to offer services other than internet
access services which are optimised for specific content, applications or services, or a combination
thereof, where the optimisation is necessary in order to meet requirements of the content, applications
or services for a specific level of quality.

Articles 3(1) and 3(2)

18.

19.

20.

21.

22.

ComReg’s approach to monitoring compliance with the Regulations is to make use
of all the tools and methods it has adopted in relation to other aspects of its remit.
These include such tasks as market surveillance of information published by ISPs;
specific information request from ISPs; and analysis of consumer complaints received
by ComReg and end-user reports. In addition, ComReg is developing and deploying
technical tools to facilitate regular and comprehensive network monitoring which will
contribute to the detection of any non-compliance with the regulations.

Therefore, ComReg is employing relevant approaches recommended by BEREC in
monitoring commercial and technical conditions related to the provision of internet
access services.

ComReg believes that analysis of complaints received by its Consumer Care
helpdesk and support functions plays an important role in detecting issues and that
this is being enhanced further as public understanding of the aims and provisions of
the Regulations increases over time.

ComReg has not concluded any formal assessment of ISP restrictions on the use of
technically compliant terminal equipment which may be contrary to Article 3(1) of the
regulations, at this time.

ComReg monitors the availability of zero-rated services in Ireland. In its most recent
analysis,’® ComReg found no evidence for the existence of relevant zero-rated
services in Ireland. However, ComReg understands that some health and education
websites were zero-rated by ISPs on a temporary basis as part of industry
commitments in response to COVID-19.

8 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data (OJ L
281, 23.11.1995, p. 31).

9 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector (Directive
on privacy and electronic communications) (OJ L 201, 31.7.2002, p. 37).

10 January 2020
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23. ComReg has not concluded any formal assessments of agreements on commercial
and technical conditions and is monitoring market activities in these areas.

Article 3(3)

24. ComReg continues to monitor traffic management practices by ISPs in Ireland.
Analysis of end-user complaints and specific reports from members of the public are
also important in this context.

25. As planned, ComReg’s modular network monitoring tool monitors Quality of Service,
port blocking and other relevant practices by ISPs. This monitoring is supported by
further research and market surveillance. Where practices relevant to the Regulations
have been detected ComReg has analysed these.

Article 3(4)

26. The the Data Protection Commission (DPC) is responsible for enforcing the data
protection obligations referred to in Article 3(4). ComReg has some specific
responsibilities in accordance with the provisions of the ePrivacy Directive. There is
a statutory obligation for the two bodies to co-operate in the context of the ePrivacy
Regulations.

Article 3(5)

27. ComReg has conducted normal market monitoring for the purpose of detecting
specialised services and the terms and conditions on which they are supplied.
Analysis of complaints and end-user reporting is highly developed already as a result
of ComReg’s monitoring of ECS products in the market.
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4. Transparency measures for
ensuring open internet access

Provisions of Article 4

28. Provisions are as follows:

1. Providers of internet access services shall ensure that any contract which includes internet access services
specifies at least the following:

(a) information on how traffic management measures applied by that provider could impact on the quality of
the internet access services, on the privacy of end-users and on the protection of their personal data;

(b) a clear and comprehensible explanation as to how any volume limitation, speed and other quality of
service parameters may in practice have an impact on internet access services, and in particular on the use
of content, applications and services;

(c) a clear and comprehensible explanation of how any services referred to in Article 3(5) to which the end-
user subscribes might in practice have an impact on the internet access services provided to that end-user;

(d) a clear and comprehensible explanation of the minimum, normally available, maximum and advertised
download and upload speed of the internet access services in the case of fixed networks, or of the estimated
maximum and advertised download and upload speed of the internet access services in the case of mobile
networks, and how significant deviations from the respective advertised download and upload speeds could
impact the exercise of the end-users’ rights laid down in Article 3(1);

(e) a clear and comprehensible explanation of the remedies available to the consumer in accordance with
national law in the event of any continuous or regularly recurring discrepancy between the actual performance
of the internet access service regarding speed or other quality of service parameters and the performance
indicated in accordance with points (a) to (d).

Providers of internet access services shall publish the information referred to in the first subparagraph.

2. Providers of internet access services shall put in place transparent, simple and efficient procedures to
address complaints of end-users relating to the rights and obligations laid down in Article 3 and paragraph 1
of this Article.

3. The requirements laid down in paragraphs 1 and 2 are in addition to those provided for in Directive
2002/22/EC and shall not prevent Member States from maintaining or introducing additional monitoring,
information and transparency requirements, including those concerning the content, form and manner of the
information to be published. Those requirements shall comply with this Regulation and the relevant provisions
of Directives 2002/21/EC and 2002/22/EC.

4. Any significant discrepancy, continuous or regularly recurring, between the actual performance of the
internet access service regarding speed or other quality of service parameters and the performance indicated
by the provider of internet access services in accordance with points (a) to (d) of paragraph 1 shall, where
the relevant facts are established by a monitoring mechanism certified by the national regulatory authority,
be deemed to constitute non-conformity of performance for the purposes of triggering the remedies available
to the consumer in accordance with national law.

This paragraph shall apply only to contracts concluded or renewed from 29 November 2015.
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Article 4(1)

29.

30.

31.

As noted above, ComReg issued 7 Notifications of Non-Compliance!! for breaches
of Net Neutrality Regulations, pursuant to Article 4 of the Regulations and Regulation
8 of the Enforcement Regulations.

Since 29 November 2015, providers of internet access services had been legally
required to include a range of information in consumer contracts pursuant to Article
4(1) relating to:
o traffic management;
e minimum, normally available, maximum and advertised download and upload
speed of fixed networks;
¢ estimated maximum and advertised download and upload speeds of mobile
networks; and
e remedies available to the consumer where there is a relevant discrepancy
regarding speed or other quality of service parameters.

ComReg had been monitoring compliance with these requirements and, with the
enactment of the Enforcement Regulations, took formal enforcement action against
providers who, it appeared, had not been providing the required information in their
customer contracts. Notifications of Non-Compliance relating to a range of breaches
were issued to Digiweb Limited;** Imagine Communications Ireland Limited;** Pure
Telecom Limited;** Three Ireland (Hutchison) Limited;® Three Ireland Services
(Hutchison) Limited;® Virgin Media Ireland Limited;!” and Vodafone Ireland Limited.®

Article 4(2)

32.

ISPs have established procedures to address end-user complaints in the context of
existing obligations under the Universal Service Regulations. ComReg may assess
whether these procedures are adequate for the purposes of the Net Neutrality
Regulations.

Article 4(3)

33.

ComReg is of the view that recent enforcement action and subsequent engagement
with ISPs has afforded sufficient guidance regarding transparency and information
requirements with which ISPs are required to comply. ComReg will continue to
monitor the situation and, should it be justified, may introduce additional information

11 Opinions of Non-Compliance with respect to 6 of these 7 cases were issued by ComReg in
May 2020. See here for more information.

12 ComReg Doc No: 19/121R

13 ComReg Doc No: 19/122R

14 ComReg Doc No: 19/117R

15 ComReg Doc No: 19/120R

16 ComReg Doc No: 19/119R

17 ComReg Doc No: 19/118R

18 ComReg Doc No: 19/123R
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and transparency requirements, including possibly those concerning the content,
form and manner of the information to be published.

Article 4(4)

34. ComReg refined its approach to gathering data on Open Internet Access isues in July
2019. As a result the data gathered is more specific to Open Internet issues and
exludes performance issues that may be unrelated. From July 2019 to the end of the
reporting period, ComReg received 38 complaints falling within the redefined
parameters.

35. ComReg fully supported a tool being developed by BEREC intended to facilitate an
Internet Access Service (“IAS”) quality monitoring mechanism for consumers to use.
ComReg anticipates making a publicly accessible tool available within the next
reporting period.
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5. Supervision and enforcement

Provisions of Article 5

36. Provisions are as follows:

1. National regulatory authorities shall closely monitor and ensure compliance with Articles 3 and 4, and shall
promote the continued availability of non-discriminatory internet access services at levels of quality that
reflect advances in technology. For those purposes, national regulatory authorities may impose requirements
concerning technical characteristics, minimum quality of service requirements and other appropriate and
necessary measures on one or more providers of electronic communications to the public, including providers
of internet access services.

National regulatory authorities shall publish reports on an annual basis regarding their monitoring and
findings, and provide those reports to the Commission and to BEREC.

2. At the request of the national regulatory authority, providers of electronic communications to the public,
including providers of internet access services, shall make available to that national regulatory authority
information relevant to the obligations set out in Articles 3 and 4, in particular information concerning the
management of their network capacity and traffic, as well as justifications for any traffic management
measures applied. Those providers shall provide the requested information in accordance with the time-limits
and the level of detail required by the national regulatory authority.

3. By 30 August 2016, in order to contribute to the consistent application of this Regulation, BEREC shall,
after consulting stakeholders and in close cooperation with the Commission, issue guidelines for the
implementation of the obligations of national regulatory authorities under this Article.

4. This Article is without prejudice to the tasks assigned by Member States to the national regulatory
authorities or to other competent authorities in compliance with Union law.

Article 5(1)

37. This is ComReg’s fourth implementation report published in accordance with the
requirements of the Net Neutrality Regulations.
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6. Penalties

Provisions of Article 6

38. Provisions are as follows:

Member States shall lay down the rules on penalties applicable to infringements of Articles 3, 4 and 5 and
shall take all measures necessary to ensure that they are implemented. The penalties provided for must be
effective, proportionate and dissuasive. Member States shall notify the Commission of those rules and
measures by 30 April 2016 and shall notify the Commission without delay of any subsequent amendment
affecting them.

Article 6

39. As noted in the introduction to this report, the Enforcement Regulations?® were signed
into law by Minister Richard Bruton on 9 July 2019. The penalties and procedures
enabled by this legislation are in line with other national legislation established
pursuant to EU telecommunications law.

19 European Union (Open Internet Access) Regulations 2019 (S.I. No. 343/2019)
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/. Legal Basis

37. Article 2 of Regulation 2015/2120 provides that:

“For the purposes of this Regulation, the definitions set out in Article 2 of
Directive 2002/21/EC apply.”

38. Article 2(g) of Directive 2002/21/EC providesw as follows:

“(g) national regulatory authority means the body or bodies charged by a
Member State with any of the regulatory tasks assigned in this Directive and
the Specific Directives;”

39. Section 10(1)(a) of the Communications Regulation Act 2002 (as amended) lists
among the functions of ComReg:

‘to ensure compliance by undertakings with obligations in relation to the
supply of and access to electronic communications services, electronic
communications networks and associated facilities and the transmission of
such services on such networks...”

40. Article 5 of Regulation 2015/2120 provides that:

“National regulatory authorities shall publish reports on an annual basis
regarding their monitoring and findings®® and provide those reports to the
Commission and to BEREC.”

20 Regarding compliance with Articles 3 and 4 of Regulation 2015/2120
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