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1: Introduction

1.1 Background

The Commission for Communications Regulation (“ComReg”) is the statutory body
responsible for the regulation of the electronic communications (telecommunications,
radiocommunication and broadcasting networks), postal and premium rate sectors in
Ireland in accordance with European Union (“EU”) and Irish law. ComReg also manages
Ireland’s radio spectrum (or “spectrum”) and national numbering resource’.

The online portal for the reporting of security incidents (“Portal”’) was introduced in 2019
to facilitate incident reporting while the data required by it for reporting largely continued
to be that set out in the previous Incident Reporting Form 14/02a? . The Portal not only
enabled the online reporting of a new incident but also facilitated the updating of
information in relation to incidents in progress. Security features of the Portal includes
two-factor authentication, with only registered users and their authorised representatives
having access to the portal. In December 2022, ComReg added the reporting of ‘Storm’
Incidents.

1.2 Communications Regulation and Digital Hub
Development Agency (Amendment) Act 2023

In 2023, following the transposition of the European Electronic Communications Code
(“EECC”) by the Communications Regulation and Digital Hub Development Agency
(Amendment) Act of 2023, Act No. 4 of 2023 (the “Act of 2023”), ComReg published a
consultation?® introducing changes to the framework for the reporting of security incidents*

" ComReg Doc 21/136 - https://www.comreg.ie/publication/radio-spectrum-management-strategy-
statement-2022-t0-2024-designed-version-comreg-21-136

2 ComReg Incident Reporting Template — htips://www.comreg.ie/publication/comreg-incident-reporting-
template/

3 Network Incident Reporting Thresholds, A consultation to revise and replace ComReg Document 14/02
(Reporting & Guidance on Incident Reporting & Minimum Security Standards) — ComReg Document 23/36
— https://www.comreg.ie/media/2023/04/ComReg-2336-2.pdf.

4 Security incidents, as defined in section 5 of the Act of 2023, and henceforth “Incidents” and security
incidents are used interchangeably in both this document and in the Portal.
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(“incidents”). Subsequently, in 2024, ComReg published a Response to Consultation and
an associated Decision Instrument®.

1.3 Reporting Portal and Changes to the Users’ Guide

Following the publication of ComReg Document 24/23 and its Decision Instrument
D08/24, the Portal was updated for consistency with these documents, and the following
functions were added:

e the selection of a security incident type (‘Storm’, ‘Isolated’ and ‘Malicious’);
e the selection of a security incident sub-category;

e reporting for security Incidents affecting Number Independent Interpersonal
Communication Service (“NI-ICS”) providers; and

e updating the service and network asset types to reflect those used in the provision
of modern networks and services.

Consequently, in 2024, ComReg replaced the user guidance (ComReg 19/98°), with an
updated guidance ( ComReg 24/417) for the Portal for reporting security incidents
affecting providers of ECN, ECS and NI-ICS.

In 2025, ComReg migrated the incident reporting portal to Data.ComReg.ie Platform
(“Data.ComReg”). As part of the Data.ComReg each user will have their own personal
login set up to be able to access their organisation’s account they are associated with.

This document, ComReg 24/41R1, is the user’s guide for using the incident reporting
Portal on Data.ComReg (hitips://data.comreq.ie/) for reporting security incidents affecting
providers of ECN, ECS and NI-ICS and revises ComReg 24/417.

5 Network Incident Reporting Thresholds: Response to Consultation, On the revision and replacement of
ComReg Document 14/02 (Reporting & Guidance on Incident Reporting Minimum-Security Standards) -
ComReg Document 24/23 — https://www.comreg.ie/publication/network-incident-reporting-thresholds-
response-to-consultation

6 User Guide for ComReg’s Network Incident Reporting portal — https://www.comreg.ie/publication/user-

quide-for-comregs-network-incident-reporting-portal

7 User Guide for ComReg’s e-licensing Network Incident Reporting portal ComReqg-2441.pdf
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While this document structure is similar to its predecessor, it has been updated with new
screen captures, which reflect the new user interface of the Data.ComReg, and the login
steps to access it.

1.4 Structure of this document

This document is structured as follow:

e Section 2 (Account Activation and First Login), provides the steps to register,
activate an account, and login for the first time;

e Section 3 (Reporting security Incidents), provides the steps to create, update, and
close a security incident under Isolated and Malicious types; and

e Section 4 (Reporting Storm Incidents), provides the steps to create, update, and
close a storm incident.

In order to clarify for the user when using this guide, the page names and the button®
functions to press are indicated as below:

e [talic and Bold font, indicates the page’s name — i.e., Network Incident
Reporting — Incident list page.

e “Inverted Comma” and underlined font, indicates the button’s function (press
button) —i.e. click on “New incident”.

In case of issues using the incident reporting Portal on Data.ComReg, and for further
clarifications, ComReg can be contacted via the following dedicated email
(incident@comreg.ie).

8 Al functionality is accessed by clicking on tagged buttons on each part of the form. The guide takes the
operator through the steps, including buttons to press, to report an incident.
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2: Account Creation and Logging In

When registering to use the incident reporting Portal on Data.ComReg as a new user®,
ComReg will request users to provide at least one contact who is tasked with submitting
security incidents to the Portal. In order to complete the registration and the account setup
to become a user, the following information needs to be supplied via the dedicated email
(incident@comreg.ie).

e Company Name;

o Office Address;

e Name of Contact Person(s);
e Contact Number; and

e Email Address.

9 Existing users: do not need to re-register to use Data.ComReg Portal. However, when using the
Data.ComReg Portal for the first time, they will need to set up their log in.
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After ComReg creates the account, an email will be sent to the contact person(s) advising
them of the account creation and with instructions as to how to activate the account. A
screenshot of the email template is shown below:

DATA.COMREG.IE

-"’ Cormimission foe
WY Communications Regulation
Dear Customer,

Your 1 a Accoumt has successfully been created.

Your details are as follows:

Email Address: testhellotest@test.ie

Creation Date: 9/22/202510:08:14 AM

In order to activate your online account and for you to set a Password for future
online access your new password must be at least 7 characters long, contain at
least one number and one special character.

Please click the following button to activate your account:

ACTIVATE ACCOUNT

Please copy and paste the following url into your browser address bar if this email
is not rendering comectly:

If you have any queries please reply to this email.

Sincerely,
The ComReg Market Intelligence Team

Figure 1: Email Confirming Account Creation
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Clicking on the “Activate Account” function (Figure 1 above), will redirect the user to the
Set New Password page. The user will be asked to create a personal password that is
a minimum of 7 characters long, containing at least one number and one special
character. The user can then click on ‘SET NEW PASSWORD”. A screenshot of the Set
New Password page is shown in Figure 2 below.

Data.ComReg

Figure 2: Set New Password Page
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After setting the password successfully, a confirmation page will appear, as shown in
Figure 3 below, the user can click on “Return to Log In”.

Data.ComReg

Figure 3: Successful Password Set up Confirmation

The user can now login to the Data.ComReg. The user will be asked to provide the “Email
Address” and “Password”, then click on “Log In”. Figure 4 below shows a screenshot of
this page.

Data.ComReg

Welcome to data.comreg.ie

Please log in or sign up below

Figure 4: logging in Page
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After clicking on the “Log in” function, the user will be asked to set up Multi-Factor
Authentication (MFA/2FA). When logging in for the first time'°, users will be prompted to
set up Multi-Factor Authentication:
e A QR code will be displayed for scanning with an authenticator app of their choice
¢ Alternatively, a manual code will be provided if the QR code cannot be scanned.

Data.ComReg

Using an authenticator application on a smart phone
or tablet, scan this QR code:

Alternatively. enter this key:
UHQKZVMBQHAYYMIANDBLKPPSQC34021

Now enter the 6 digit code from the
authenticator application:

Figure 5: Authenticator Code Page

0 This step is only required for the first time that a user is setting up their log in.
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As part of two-factor authentication, the user will then be asked to input the 6-digit
authentication code, which will be generated by the user’s authentication app, then click
on “Confirm”, as shown in Figure 6 below.

Data.ComReg

Enter the 6 digit code from your authenticator application:

ter 6 digit authentication code:

Cancellog

Figure 6: Logging in — Authentication Code

The user is now routed to the Network Incident Reporting page.
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3: Reporting Security Incidents™

After logging in, the user will be routed to the Network Incident Reporting — Incident
list page, which provides the option to report a new security incident and also lists the
security incidents that have already been created.

3.1 Report a new Security Incident

In order, to create a new security incident report, click on “New incident” as shown in
Figure 7 below.

Communl:lt\ol;slislgu;atlcr; )? Rlaldll Cumarsiide Data.ComReg m @ wci2se

Click on “New incident”

Network Incident Reporting - Incident list

NOUTestAccount

Search Incidents: Show All
- J— fnd datertime
da Closed

Help / Instructions

125396-NOD00Z04 12/05/2025, 00:00 12/05/2025, 01:00 Mark Kane
125996-NOBOD203 11/05/2025, 02:00 11/05/2025, 03:30 HLR Down Closed Mark Kane
125996-NOBO0208 11/06/2025, 00:30 11/06/2025, 02:00 0 to Mali g Closed Ihab Zine
125396-NOD00Z07 11/06/2025, 00:30 11/06/2025, 01:00 Malicious test 11 June 25 g Closed Ihab Zine
125396-NOD00Z06 11/06/2025, 00:00 11/06/2025, 04:00 Storm Test 11 June 25 © Closed Ihab Zine
125996-NOBOD205 11/06/2025, 00:00 11/06/2025, 01:00 Test 11june25 Closed Ihab Zine
125596-NOD00202 07/05/2025, 06:30 Test Type Change Open Darren Nulty
125996-NOB0D201 30/04/2025, 06:00 30/04/2025, 06:30 Test Incident Closed Darren Nulty
125996-NOBODZ00 23/04/2025, 02:00 24/04/2025, 04:00 drag G Closed Mark Kane
125996-NOBOD199 15/04/2025, 00:30 15/04/2025, 01:00 test Closed Ihab Zine
Items per page: | 10 v 1-100f 20 >

For queries please contact ComReg's Network Operations at 018049600 / incident@comreg.ie,

Figure 7: Network Incident Reporting — Incident list Page

" This section provides guidance for reporting security incidents under the Isolated or Malicious types. The
process and template are the same for reporting such security incidents. The difference is in some of the
required information which is relevant to each security incident type.
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Next, the user will be routed to the Create Incident Report page, as shown in Figure 8
below. In this page the user is required to do the following:

1) Select the security incident type (Isolated, Storm, or Malicious'?)

2) Select the affected sub-category (Authenticity, Availability, Confidentiality, or
Integrity), note that more than one sub-category may be affected.

3) Provide the relevant summary information: Title, Date and Time, and Description
of the incident;

4) Tick the boxes of the services affected; under Fixed Services, Mobile Services
(both) and/or NI-ICS Services, where appropriate; and

5) Click on “Create Incident” when the required information has been provided.

Create Incident Report

1 _
Incident Type:
@ Isolated O 9 Storm O :r’; Malicious 3
Title:*
Start Date and Time of Incident:
Select or Enter Time* Date E
Sub Categories: 2
[0 Authenticity [ availability — [] confidentiality  [[] Integrity
Description of incident*
Fixed Services v
Mohile Services v 4
NI-ICS ~

Figure 8: Create Incident Report Page

12 This type of security incident is intended to catch those that include but are not limited to those caused
by the malicious actions of a third party, whether of a cyber or other origin (i.e., arson, physical damage
etc.).
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Note that when the user ticks the “Yes” box for Fixed Services, Mobile Services, and/or
NI-ICS, the user will be required to select if the security incident has impacted the Service
Offering(s) for Retail or Wholesale. In addition, the user will be required to provide further
information on the Number of End Users Affected and Quantity of Sites Affected’s, as
shown in Figure 9 below.

Create Incident Report

EXDEE2D

Incident Type:

(@) 1moared () €l sarm () :-I,'; Malicious
Incdent Repart Tes:

Start Date and Time of Incident

12:00 [ B i)

Sub Camegorkes:

B swthenicny B mmikbiiny [0 conficenziaioy [

This Incident is areated for the purpase of demansiration

Selected Type: Bolated. Selected sub-caregony: Authenticiy and fvallabibny -

Fized Services -

Mahile Services

ECAS

() Yes (@) ra

Data Sarvice
(® ves (O me

Sarvice Offering(s| Affectsd
P Fetal

o Ly

[ wnaolesale

Wokoe Service

() Yes (@) Mo

HNI-ICS -

Figure 9: Example of the Create Incident Report Page with Mobile Services
Affected

13 |n the case of the Fixed Service or NI-ICS this includes but is not limited to: Points of Presence, Data
centres, Interconnect points etc.
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After Steps 1 to 5 above have been completed and the function “Create Report” has been
clicked, a pop-up window called Incident Created will appear, giving the user two

options, “Update Incident Report now”, or “Update Incident Report later” — this is shown
in Figure 10 below.

Incident Created

The incident report has been created. Your Incident ID is 125996-NO000216. You
are required to update and complete the incident report but you can return to do

so when the incident has finished.

Update Incident Report now Update Incident Report later

Figure 10: Incident Created Pop-Up Window

Sub-Section 3.2 below, provides the steps that are required to update an existing security
incident report.
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3.2 Update a security Incident Report

The user is required to update the submitted information while a security incident remains
open and to complete the report.

An existing security incident report can be updated by logging into the Network Incident
Reporting — Incident list page. The report to be updated can be chosen from the Incident
list. Note that, only open security incidents in the list will have the update button available,
and therefore, can be updated.

The required steps to update a report are as follows:

1) As shown in Figure 11 below, click on “Update”;

Cnmmuni:atio;_slzgg;::l‘;;li;:rl; )? ;Ila‘iiizl‘;‘él:;‘a‘rsalde Data.Com Reg m A/C 125996

NOUTestAccount

Network Incident Reportiftg: Incident list

Help 7 Instructions

Search Incidents: w
. L]

Reporter

125096-N0000216 08/09/2025, 12:00 Incident Report Test Open Ihab Zine Update
|

125896-N0000204 12/05/2025, 00:00 12/05/2025, 01:00 ds Closed Mark Kane

125996-N0O000203 11/05/2025, 02:00 11405/2025, 03:30 HLR Down Closed Mark Kane

125096-N0000208 11/06/2025, 00:30 11406/2025, 02:00 Iso to Mali g Closed Ihab Zine
o

125096-N0000207 11/06/2025, 00:30 11/06/2025, 01:00 Malicious test 11 June 25 g, Closed Ihab Zine

125896-N0000206 11/06/2025, 00:00 11/06/2025, 04:00 Storm Test 11 June 25 € dosed Ihab Zine

125006-N0000205 11/06/2025, 00:00 11/06/2025, 01:00 Test 11June5 Closed Ihab Zine

125896-N0000202 07/05/2025, 06:30 Test Type Change Open Darren Nuky Update

125996-N0O000201 30/04/2025, 06:00 30/04/2025, 06:30 Test Incident Closed Darren Nulty

125096-N0000200 23/04/2025, 02:00 24/04/2025, 04:00 drag & Closed Mark Kane

Items per page:

10 - | 1-100f21 >

For queries please contact ComReg's Network Operations at 018049600 / incident@comreg.ie.

Figure 11: Network Incident Reporting Page — Incident list
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2) Next, in the Update Incident Report page — Figure 12 and Figure 13 — provide
the required information. Then, click on “Save Changes”; and

3) If the security incident is still open, and the user wishes to exit from the Update
Incident Report page, click on “Home Icon” function. The user will be routed back
to the Network Incident Reporting — Incident list page.

(et | i | et

Sunmary 125096-NO0DO21E | IncidentType: lsclated | Reporter Ihab Zne

Inchdent Report Tess

Start Dace and Time of Incident

12:00 DRAFR0ZS

End Date and Time of Incident

Dwrarian: O days

Sub Cregorics:

B Awthenticry B Mwlbbity [ Confidermialy [ ireegrcy

Thiz Incident is created for the purpese of demanstration

Sebected Type: olated. Selected sub-categony: Authentic Ry ard SAvallabiicy

Fimed Sarvices

ECAE

() ves (@) ma

Data Service

O‘rm@\b

Wiodoe Servioe

() ves (@) ma

Figure 12: Update Incident Report Page
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O RadoBackhavl O valfréoLTE
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0 sr [ swken
O voRvolTENGde [ whoicsaic Serdres
O awrharsaian [0 charging (PRCF
[ Fuoicy Rules O steirg
O rnusised Metwark O omer

Foat Causes

O toalngFaiure: O wabcous actions (T}
S tirgg Ui ] eharng e ncatunt Type b Wabt ious ared resranes arrg ilher oot G
b vy o v ar Elers L irwichant
O wNaturalPaenomena (T} O Power Falure
O sysrem Faiure (3) [0 Third Pamy Fabune
O oeher
Voo Service

(T ves (@ Ma

MI-ICS

closs insidens

Figure 13: Update Incident Report Page
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If the security incident has ended, and the Root Cause Analysis (“RCA”) has been
satisfactorily completed by the user concerned, to ComReg’s satisfaction, the user can
then follow the required steps in sub-section 3.3 below, to close the security incident
report.
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3.3 Closing a security Incident Report

As the security incident has ended, and the root cause analysis has been satisfactorily
completed by the user concerned to ComReg’s satisfaction, the report can be closed as

follows:

1) Click on “Save Changes”; then
2) click on “Close Incident” as shown in Figure 14 below.
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(m ves () Mo
Sanvice Offering (s Affected
B FRemal
MhamErer of Gnd Lisses Alfecied
1 [0 |
Cuanmsrp of Siwa AfTecred
i o |
O wnaiesaie

Platformiz) Affected

O copper access (D) O cepserBackhaul (T}

O Farescoess (3 [0 fibre Backhaul

O =r ==t

O umms O e

O ume- [ madin Access

[0 FRado sackhaul [0 wolProLTE

[0 56 stand.vone Radin O =G mew Raoio r4R)

[0 56 Mon-Stand-scne (ML) O owmer

Assets|s] Aftectod

[0 Awthenticatian [0 Backhaw

O Bascswanors (3} [0 eing/Operacianal SUppoT Systom

O tosper () O coere

O ons [0 ostam

O Fare [ srewall

O Gaccway O wrercannces

[ Hetwork Coreral (T) O =adia

O FReurer O server

[ Skgnaling 557 [ signaling Diamezer

[0 sknaling Racius [0 sigraling Orher

O s=e [ swkcn

O voPralTENCd: [0 wWhoiessie Serdces

D Autharsarion D Charging (PRCF}

[ Poicy Rules O steing

[0 virmusiised Meswark O oter

Pieat Causes

[0 coalng Faiure O ™abcous Actiors (T}
Sarlrtig this wll change tharingadint Prpe s Mabtious™and e ang e oot G
sbrrtind whim you Save oo dens this incidane

O naturalPrencmena {33 O Power Failure

O system Falre (3 [0 mhird Pamy Faiure

O oeher 2

Wolce Service

O ves @ 1 \

v

m

Figure 14: Update Incident Report Page
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A pop-up window called Incident Closed will appear to confirm that the incident has been
closed successfully as shown in Figure 15 below.

Incident closed

The incident has been closed successfully

Figure 15: Incident Closed Pop-Up Window
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Once the security incident report has been closed, the update function will be deactivated
and the status of the report will be indicated as closed, as shown in Figure 16 below.

Cnmmunicatio-::;j;g;:;;:i;:r: )% ;:a‘la:l”g;r‘;‘a:smde Data.ComReg A © Ac12599

NOUTestAccount

Network Incident Reporting - Incident list

Ineidentd start date/time End dateftime

125096-NO000216 08/08/2025, 12:00 08/09/2025, 15:00 Incident Report Test Closed Ihab Zine
——

125996-NO000204 12/05/2025, 00:00 12/05/2025, 01:00 da Closed Mark Kane
125096-NO000203 11/05/2025, 02:00 11/05/2025, 03:30 HLR Down Closed Mark Kane
1250996-NO000208 11/06/2025, 00:30 11/06/2025, 02:00 50 to Mali :w':' Closed lhab Zine
1250996-NO000207 11/06/2025, 00:30 11/06/2025, 01:00 Malicious test 11 June 25 :w':' Closed lhab Zine
1250996-NO000206 11/06/2025, 00:00 11/06/2025, 04:00 Storm Test 11 June 25 ‘Q Closed lhab Zine
1250996-N0O000205 11/06/2025, 00:00 11/06/2025, 01:00 Test 11June25 Closed lhab Zine
125996-N0O000202 07/05/2025, 06:30 Test Type Change Open Darren Nulty
1250996-N0O000201 30/04/2025, 06:00 30/04/2025, 06:30 Test Incident Closed Darren Nulty
125996-NO000200 23/04/2025, 02:00 24/04/2025, 04:00 drag ‘Q Closed Mark Kane

ftems perpage: | 10« 1-100f21 >

For queries please contact ComReg's Network Operations at 018049600 / incident@comreg.ie.

Figure 16: Network Incident Reporting — Incident list Page with a Closed Incident

Note that, as the security incident report has been closed, it will not be possible to open
the report or make any further changes. Should it be required by the user, ComReg, in
exceptional circumstances and at its sole discretion, may reopen the report, to allow the
user to make any corrections or to submit further information.

Note also that, if the user fails to close out the security Incident report within 30 calendar
days, an email will be sent reminding them to do so. This ensures that cases are closed,
once root cause analysis is completed.
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4: Reporting Storm Incidents

To allow for a simplified storm reporting, operators must report storm incidents via the
incident reporting Portal.

When Met Eireann indicates that a named storm or weather event is expected and that
Orange or Red Level warnings' are to be in operation; ComReg will e-mail registered
operators notifying them that reports on the condition of their networks and services will
be required. The deadlines for reporting the impact of the storm on registered Operators’
networks and services will remain the same; at the times of 10H00 and 16HO00.

4.1 Report new Storm Incident

After logging in to the Data.ComReg (https://data.comreg.ie/) — as shown by 4 to Figure
7 in section 2 above — the user will be routed to the Network Incident Reporting —
Incident list page, which provides the option to report a new incident.

14 Met Eireann uses and issues different warning levels (Yellow, Orange, Red) depending on the expected
severity of the weather event. The warning levels are defined as follows:
o Yellow: Weather that does not pose a threat to the general population but is potentially dangerous
on a localised scale.
e Orange: Infrequent and dangerous weather conditions which may pose a threat to life and property.
o Red: Rare and very dangerous weather conditions from intense meteorological phenomena.

For more details see: \Weather warnings explanation - Met Eireann - The Irish Meteorological Service

Page 25 of 34


https://data.comreg.ie/
https://www.met.ie/weather-warnings

Users’ Guide for the Incident Reporting Portal on Data.ComReg ComReg 24/41R1

In order, to create a new storm report, click on “New incident” as shown in Figure 17
below.

Communicazion;:;j;';;a;:i;:r: )% T Data.ComReg A ©® acizsme

NOUTestAccount Click on “New incident”

Network Incident Reporting - Incident list

ineidentld start date/ime e date/time

125996-NOQ00216 08/08/2025,12:00 08/09/2025, 15:00 Incident Report Test Closed Ihab Zine
125996-NOQ00204 12/05/2025, 00:00 12/05/2025, 01:00 da Closed Mark Kane
125996-NOQ00203 11/05/2025, 02:00 11/05/2025, 03:30 HLR Down Closed Mark Kane
o
125896-NO000208 11/06/2025, 00:30 11/06/2025, 02:00 50 to Mali g Closed Ihab Zine
fa
125896-NO000207 11/06/2025, 00:30 11/06/2025, 01:00 Malicious test 11 June 25 g Closed Ihab Zine
125896-NO000206 11/06/2025, 00:00 11/06/2025, 04:00 Storm Test 11 June 25 € Closed Ihab Zine
125896-NO000205 11/06/2025, 00:00 11/06/2025, 01:00 Test 11June25 Closed Ihab Zine
125896-NO000202 07/05/2025, 06:30 Test Type Change Open Darren Nulty Update
125896-NO000201 30/04/2025, 06:00 30/04/2025, 06:30 Test Incident Closed Darren Nulty
125896-NO000200 23/04/2025, 02:00 24/04/2025, 04:00 drag € Closed Mark Kane

10 -

ftems per page: 1-100f21 >

For queries please contact ComReg's Network Operations at 018043600 / incident@comreg.ie.

Figure 17: Create Storm Report from Network Incident Reporting — Incident list
Page

Next, the user will be routed to the Create Incident Report page, as shown in Figure 18
below. In this page the user is required to do the following:

1) Tick the box for “Storm”, as shown below;
2) Provide the relevant summary information Title (Name of the Storm), Date and Time,
and Description of incident;
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Create Incident Report

1 Expand All Collapse All
_

Incident Type:
O Isolated @ ,O'S(orm O :m; Malicious

Title:*
Start Date and Time of Incident:

Select or Enter Time* Date m
Sub Categories:

[ Authenticity [ Availability [] Confidentiality [] Integrity

Description of incident*
Services Affected ~
Fixed Services v
Mobile Services v
NI-ICS v

=

Figure 18: Create Storm Incident

On ticking “Storm” the following page, shown in Figure 19, will appear:

3) In this page, provide the relevant information. Depending on the services affected
(Fixed services, Mobile services, or Both), the provided information should include:
3.1) an estimate of the number of users affected for each service;

3.2) the number of nodes or base stations (“BS”) affected; and
3.3) in the free text box, a brief description of all of the locations affected
(Counties) and causes of the outage.
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Services Affected 3 1 ~
Fixed Data 3 2

No. of users affected No. of Nodes / Base Stations affected

0 0

Notes including main causes of outages

Fixed Voice
No. of users affected No. of Nodes / Base Stations affected
0 0

Notes including main causes of outages

Mobile Data
No. of users affected No. of Nodes / Base Stations affected
0 0

Notes including main causes of outages

Mobile Voice
No. of users affected No. of Nodes / Base Stations affected
0 0

Notes including main causes of outages

Figure 19: Strom Report required Information

4) Leave the ticked option “No” in the lower half of the page (Figure 20 below) as
default. Please note, as a default the “No” option is always ticked. When reporting
a storm, the user is not required to make any changes to these default options;

5) Click on “Create Incident” when the required information has been provided.
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Fixed Services -~

ECAS

O Yes@ No Y

Data Service

O Yes @ No

Voice Service

O Yes @ No

Mobile Services ~

ECAS

O Yes @ No

Data Service

O Yes @ No

Voice Service

O Yes @ No

NI-ICS ~

ECAS

O Yes @ No

Data Service

O Yes@ No 5

Voice Service

O Yes @ No

v

Create incident

Figure 20: Storm Report Default Options — No changes Required
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After steps 1 to 5 above have been completed and the function “Create Report” has been
clicked, a pop-up window called Incident Created will appear, giving the user two
options, “Update Incident Report now”, or “Update Incident Report later” — this is shown
in Figure 21 below.

Incident Created

The incident report has been created. Your Incident ID is 125996-N0O000217. You
are required to update and complete the incident report but you can return to do

so when the incident has finished.

Update Incident Report now Update Incident Report later

Figure 21: Incident Created Window

Section 4.2 below, provides the steps that are required to update a storm report.
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4.2 Update Storm Incident Report

ComReg 24/41R1

While a named storm or weather event and its Orange' or Red level warning continues,
operators are required to provide and continue providing updates on impact of the storm
twice a day at the times of 10H00 and 16H00.

An existing storm report can be updated by logging into the Network Incident Reporting
— incident list page. From the Incident list, the report to be updated can be chosen. Note
that, any storm report will be represented visually with an Icon (as shown in Figure 22

below) to differentiate it from isolated and malicious incidents.
The required steps to update a storm report as follows:

1) As shown in Figure 22 below, click on “Update”;

Network Incident Reporting - Incident list

1 .~

Search Incidents:

125996-N0000217

125996-NO000216

125996-NO000204

125996-NO000203

125996-N0O000208

125996-N0O000207

125996-N0O000206

125996-N0000205

125996-NO000202

125996-NO000201

items per page: | 10

09/09/2025, 12:00

08/09/2025, 12:00

12/05/2025, 00:00

11/05/2025, 02:00

11/06/2025, 00:30

11/06/2025, 00:30

11/06/2025, 00:00

11/06/2025, 00:00

07/05/2025, 06:30

30/04/2025, 06:00

Storm Incident Report Test

08/09/2025, 15:00 Incident Report Test

12/05/2025, 01:00 da
11/05/2025, 03:30 HLR Down
11/06/2025, 02:00 150 to Mali

11/06/2025, 01:00 Malicious test 11 June 25

11/06/2025, 04:00 Storm Test 11 June 25
11/06/2025, 01:00 Test 11June25
Test Type Change

30/04/2025, 06:30 Test Incident

For queries please contact ComReg's Network Operations at 018049600 / incident@comreg.ie.

Figure 22: Network Incident Reporting — Incident list Page

1

9 Open
Closed
Closed
Closed

g Closed

g Closed

@ Closed
Closed
Open

Closed

Ihab Zine

Ihab Zine

Mark Kane

Mark Kane

Ihab Zine

Ihab Zine

Ihab Zine

Ihab Zine

Darren Nulty

Darren Nulty

1-100f22

2) Next, the Update Incident Report page will appear — Figure 23 — in this page update

the following information:

2.1)

an estimate of the number of users affected for each service;
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2.2) the number of nodes'® or base stations (“BS”) affected; and
2.3) Inthe free text box, a brief description of the locations affected (Counties) and
causes of the outage.

Services Affected

Fixed Data
No. of users affected No. of Nodes / Base Stations affected
0 0

Notes including main causes of outages

Fixed Voice
No. of users affected No. of Nodes / Base Stations affected
0 0

Notes including main causes of outages

Mobile Data
No. of users affected No. of Nodes / Base Stations affected
0 0

Notes including main causes of ocutages

Mobile Voice
No. of users affected No. of Nodes / Base Stations affected
0 0

Notes including main causes of ocutages

Figure 23: Update Incident Report Page for Storm Reporting

3) To exit from the Update Incident Report page, click on “Save Changes”, then click
on “Home Icon” function. The user will be routed back to the Network Incident
Reporting — Incident list page.

15 |n the case of the Fixed Service or NI-ICS this includes but is not limited to: Points of Presence, Data
centres, Interconnect points etc.,
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Section 4.3 below, provides the steps that are required to close a storm report.

4.3 Close Storm Incident Report

Once a named storm or weather event and its Orange' (or above) level warning is no
longer in operation and the operator’s networks and services have returned to Business
as Usual (“BAU”)'8, the storm report can be closed. To do so, the required steps as follows
(Figure 24):

1) Provide the end date and time of the storm report;
2) Provide information on Incident Response and actions taken; and
3) Finally, provide information on Root Cause Analysis, Mitigations and Timescale.

Update Incident Report
Expand All Collapse All

Summary 125996-N0000217 Incident Type: Storm Q ‘ Reporter: lhab Zine

Title:*
Storm Incident Report Test

Start Date and Time of Incident:
Select or Enter Time* Date

12:00 09/09/2025 E
End Date and Time of Incident:
Select or Enter Time* Date =
Duration: 0 days
Sub Categories:
D Authenticity Availability D Confidentiality |:’ Integrity
Desription of incident®
This Storm Incident is created as a demol
Incident Response and Actions Taken 2
Root Cause Analysis, Mitigation Measures and Timescale

Figure 24: Update Incident Report page — Information Required for closure

16 Less than 1% of the National User Base affected and no particular geographic concentration.
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4) Next, click on “Save Changes”, then click on “Close Incident”.

A pop-up window called Incident Closed will appear to confirm that the report has
been closed successfully as shown in Figure 25 below.

Incident closed

The incident has been closed successfully

Close

Figure 25: Incident Closed window

Once the storm report has been closed, the update function will be deactivated and the
status of the incident report will be indicated as closed, as shown in Figure 26 below.

Network Incident Reporting - Incident list

Search Incidents: Show All Help / Instructions

Incident Id Start date/time End date/time Reporter Action

125996-N0O000217 09/09/2025, 10:30 09/09/2025, 11:00 Storm Incident Report Test 9 Closed 1 Ihab Zine

125996-N0O000216 08/09/2025, 12:00 08/09/2025, 15:00 Incident Report Test Closed Ihab Zine
125996-NO000204 12/05/2025, 00:00 12/05/2025, 01:00 da Closed Mark Kane
125996-NO000203 11/05/2025, 02:00 11/05/2025, 03:30 HLR Down Closed Mark Kane
125996-NO000208 11/06/2025, 00:30 11/06/2025, 02:00 Iso to Mali :ﬂ'; Closed Ihab Zine

For queries please contact ComReg's Network Operations at 018049600 / incident@comreg.ie.

Figure 26: Network Incident Reporting — Incident list Page — Closed Storm Incident
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